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AMUMNKOHHEKT (ans macOS) PykoBoACTBO agMUHUCTpaTOpa

AHHOTaUuSA

HacTosllee pyKOBOACTBO MpefHa3HayeHO A8 MpPOrpaMMHOro Komrekca
AMVKOHHEKT, paboTatowero B onepaumoHHbIX cuctemax macOS. PyKOBOACTBO
ABNISIETCA [LOKYMEHTOM, B COOTBETCTBUM C KOTOPbIM [O/DKHbI NPOU3BOAUTLCA
yCTaHOBKa, YAa/IeHNe 1 UCMO0/b30BaHNE NPOrpaMmbl.

Ecnv y Bac BO3HWKHYT Kakue-Mb0 BOMPOCbI WU MPEASIOKEHNS, Bbl MOXXETE
obpatutbca HenocpeacTseHHO B OO0 «AMUMKOH». Bam Bcerga 6yayT npefcTas/ieHbl
NoAPOGHbIE KOHCY/bTALMM NO TeNIePOHY WM 3/IEKTPOHHOIA MouTe.

OT3bIBbl Y MPEANOXKEHNS MO AOKYMEHTaLMN Npocbba BbICbINaTb Ha 3/IEKTPOHHYHO
nouTy.

KOHTaKTbI:

Haw agpec: OO0 «AMWMKOH», BapwaBckoe wocce, A. 125 (cekuma 1,
LLOKO/IbHbIN 3Tax), . MockBa, 117587.

TeneoH n akc: +7-(495)797-64-12, +7-(495)797-64-13.

CaiiT: https://www.amicon.ru/

On-line pokymeHTaums no npoaykuun OO0 «AMUKOHDy: https.//wiki.amicon.ru/

ANeKTpoHHasa noyTa: info@amicon.ru

© 2026 OO0 «AMNKOH», 1994-2026. Bce npasa 3allUMLLEHbI.
Bce aBTOpCKMe npasa Ha 3KCnyaTaUVoHHYH JOKYMeHTaumnio 3aLlyLLeHbI.
[lOKyMeHT BXOAMT B KOMMNNEKT NOCTaBKu U3Lenus.

Be3 cneyuansHOro nucbMeHHoro paspeweHns OO0 «AMIKOH» HacTOoALWMIA AOKYMEHT WK ero
4acTb B MeYaTHOM WY 3NIEKTPOHHOM BUAE HE MOTYT 6bITb CKONMPOBaHbI U NepefaHbl TPeTbUM
NMLAM C KOMMEPYECKOIA LieNbHo.

NHopmaums, cofep>kallasncs B HacTOsALLEM JOKYMEHTe, MOXKET OblTb U3MeHeHa paspaboTUNKOM
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AMMNKOHHEKT (ans macOS) PyKkoBoACTBO agMuUHUCTpaTOpa
1. Cnmcok onpeaeneHunii n cokpalleHnii

1. CnncoK onpeeneHnin n CoKpaLleHumn

HC/A HeCaHKLMOHMPOBaHHbIN 4OCTYMN K UH(pOpMaLmK;

oC onepaunoHHas CUCTEMa,

Mo NnporpaMmMHoe obecrneyeHue;

MaBM NnepcoHa/IbHasA 3/1eKTPOHHAA BbIYUC/IUTENIbHAsA MalLVHa,
oricy KpUNTOMapPLLPYTU3aTOP W MEXCeTeBOM 3kpaH PrICY,

NPOrpamMmMHbIA UV NPOrpaMMHO-anmnapaTHbIii KOMMEKC

OCSsP «Online Certificate Status Protocol», npoTOKON COCTOAHUSA
CETeBOro cepTutmkara

PKI «Public Key Infrastructure», MH(pacTpyKTypa OTKPbITbIX
K/to4ei

UDP «User Datagram Protocol», npoToKon TpaHCNOPTHOrO
YPOBHA, He TpebyloWwmnin NOATBEPXKAEHNS  AOCTaBKM
Aevtarpamm

VPN «Virtual Private Network», BUpTya/ibHast 4aCTHasi CeTb

AMWKOHHEKT |nporpaMMHbIA  KMEHT Ha YCTPOWCTBE NO/b30BAaTENS.
(KnneHt PKI) Ob6ecneumnBaeT NHULMaLNIO 3allULLEHHOTO VPN-
CoefiHeHUs, nepefady [faHHbIX ypoBHeid L3-L7 mopgenu
OSI un B3anmopeincteme ¢ PriCY-IP ans ayTeHTUhMKaLMN 1
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AMMNKOHHEKT (ans macOS) PyKkoBoACTBO agMuUHUCTpaTOpa
1. Cnmcok onpeaeneHunii n cokpalleHnii

aBTopu3saLmm
M3 MEXCETeBOM 3KpaH
YL YOOCTOBEPSAIOLLMIA LEHTP — AOBEPEHHas TPeTbs CTOPOHa,

OTBETCTBEHHas! 3a BblAauyy U OT3bIB CEPTU(MNKATOB, M3AAET
CepTU(MKAT  OTKPLITOrO  K/K4a  Nofb3oBaTenss  Ha
onpeaeneHHbI CPOK U MOATBEPXKAAET, UTO KOHKPETHOMY
NONb30BATENO  MPUHAANEXWUT  OTKPbITHIA  KAKOY U
COOTBETCTBYIOLLIMIA EMY 3aKPbIThI KoY

Xoct y3e/ CeTW, He SBNAKLWMIACA MapLlpyTU3aTopoM, T.e. He
nepeaaroLunii NHHopMaLMo U3 O4HOM CETU B APYTYIO

CepTudmkar CEPTUMKAT OTKPBITOTO K/OYa — 3/1EKTPOHHBIA [JOKYMEHT,
COZepPXKaLniA OTKPbITBIA KU, MHDOPMaLMIO O BrajenbLe
Knova, 0061acT  MpPUMEHeHUs  Ko4va, MOAMUCaHHBIN
BblJaBLUMM  €ro  Y[JOCTOBEPSAIOWMM  LEHTPOM U
MOATBEPXKAAOLWNA  NPUHAA/IEXKHOCTL OTKPbLITOro  K/Ho4a

BNafenNbLy
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AMMNKOHHEKT (ans macOS) PyKkoBoACTBO agMuUHUCTpaTOpa
2. O6bwme cBefeHuns

2. O6Lpme cBefeHUA

PYKOBOACTBO NpeAHasHayeHo A9 aAMWHUCTPATOPOB CWUCTEM YAAIEHHOIO
[0CTYyna, paboTaloLLMX B OnepaumoHHbIX cucTtemax macOS.

AMUNKOHHEKT (KnueHT PKI) npegHa3HaveH Ans 3allmTbl 4OCTYNa OT/AE/bHOM
paboyei cTaHUMM K pecypcam CeTu nepefavn AaHHbIX. [OCTyrn OpraHusyeTcs C
MCMO/b30BaHMEM MH(PACTPYKTYpPbl OTKPbITbIX Ktouei (Public Key Infrastructure,
PKI).

Mexagy ®OrCY un AMWKOHHEKTom opraHusyetca 3awmuieHHoe VPN-
COeiNHeHKe, Yepe3 KOTopoe MOryT nepeaasatbca AaHHble L3-L7 ypoBHa OSI.

B3anmHas OBYXCTOPOHHAA ayTeHTUukaums knmeHtoB AMUKOHHEKT wu
®riCY npomsBoaUTCA C  WCMOJSIb30BaHMEM CepTUhMKaTa OTKPLITOro  K/ua
nonb30BaTens U cCo6CTBEHHOIO cepTudukata ®riCy. Monsvosarens AMVKOHHEKTa
NOEHTU(MUMPYETCSA peKBu3nMTaMu cBoero ceptugmkata. Ha ®riCY peanmsosaHbl PKI
anroputmbl RSA 1 I'OCT.

VPN-NpOTOKON He YYBCTBUTENEH K 3afepXXKaM M MIOXMM KaHanam CBA3U U
Croco6eH (YHKUMOHMPOBATL Ha KaHaliax CBA3W C 3agepxkamu o 300 Mc.
AMVKOHHEKT noafep>xkvBaeT paboTy Ha KaHanax CBA3W ¢ 3agepXkamu 6osee 300
MC.

OpraHusauma VPN-coeguHeHnsa mexagy AMUWKOHHEKTom u ®TICY ang
[0CTyMa K MH(OPMaLMOHHBLIM pecypcamM pean3oBaHa C NPUMEHEHNEM TEXHOJIOTUA,
061eryatoLnx KOHpUrypupoBaHme 1 ynpasreHe ceTeBbIMU HAaCTPONKaMM KNUEHTOB,
Ha PrICY ycTaHaBIMBAKOTCA MUHUMa/bHble HACTPOMKKW. [ononHutesnbHoe (nocrne
nepBoHaYasibHO ayTeHTU(UKauum Ha PIICY) pelweHne No AOCTYNY K 3aWjuLiaemMoi
CETU MOXEeT ObITb MNPUHATO C MOMOLLLIO BHELIHUX MO OTHOWeEHWIO K PriCY
cepsucamn RADIUS, DHCP, OCSP, Compliance (uHTerpauma ¢ Komniekcom
nHopMaLmoHHoit  6esonacHocT  CAKYPA  pa3paboTkm  KOomnaHum — «UT-
JKcnepTusax).
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AMMNKOHHEKT (ans macOS) PyKkoBoACTBO agMuUHUCTpaTOpa
2. O6bwme cBefeHuns

CurcTeMa MUCnosb3yeT KANEHT-CEPBEPHYHO apXUTEKTYPY, NpeayCcMaTpMBatoLLYyHO
Ha/mMume:

. VPN-KN1eHTa;
. VPN-cepBepa;
. Compliance-knneHTa;
. Compliance-cepBsepa.

[aHHOe pelleHne MOXET ObITb BHEAPEHO KaK B [AEWCTBYIOLLYH) CUCTEMY C
NHMPacTpyKTypoit PKI Tak 1 npu passepTbiBaHNM HOBOIA.

Cxema B3ammogeinctausa knneHta PKI n ®ICY onpefenset, 4To Nonb3oBaTeb
KnveHTa PKI nonyyaet oT yA0CTOBEPAIOLWEro LeHTpa ceptudmkaunm (ganee — YLI)
3aKPbITbIA K04 1 CEPTURMKAT OTKPLITOro K/KYa U yCTaHaB/IMBaET 3aKpbITbIA KoY
n ceptnukar Ha pabouyto ctaHumo AMUVKOHHEKT. Ha ®rICY [0/mKHbI ObITh
3arpy>keHbl Kto4eBas napa — 3akpbITbid KNOY M COBCTBEHHBIA CEPTUHNKAT Camoro
PriCY, a TaKkKe CepTUMKaTbl Y LOCTOBEPAIOLIMNX LEHTPOB, BbiAABLUMX KIMEHTCKME
ceptugmkatel AMUKOHHEKT. Mpwu nogkntodeHn AMUKOHHEKTa K 3allyLLeHHOM
cetn ®rICY nposepsieT cepTUUKaT, NpeabsBieHHbIn KnneHToM PKI, n oTnpasnseT
Ha cepsep OCSP 3anpoc o cratyce ceptudukara. Oteetynk OCSP Bo3BpallaeT
OTBET CO CTaTyCcOM cepTumkaTa. Ecnm cTatyc cepTugmkata LenCTBYOWMNIA, KINEHT
AMVKOHHEKT aBTOpU3yeTCA B 3aLULLEHHON CETW.

AMUNKOHHEKT ang macOS Mcnonb3yeT LWTaTHbIE XpaHWuLLE onepaLyuoHHON
CUCTEMbI NMPW B3aUMO/ENCTBUM C NTOKa/bHbIMU CepTUdnKaTamm.

Mpn nogkntoueHnn AMNKOHHEKTa MOXeT 6bITb BK/IKOUEHA A0MNOMHUTE/IbHAsA
npoBepka YCTpoOWCTBa. WaeHTUMKauMs YCTPOWCTBA pean3yeTcsi COBMECTHO C
Compliance-moaynem (KomnnekcoM nMHpopMaumoHHoi 6e3onacHocT CAKYPA) no
MAC-afpecy CeTeBOro ajgantepa, 4Yepe3 KOTOPbIA OCYLLECTBSETCA MNOAKNOYEHUNE
AMVKOHHEKTa K ®TI1CY.
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AMMNKOHHEKT (ans macOS) PyKkoBoACTBO agMuUHUCTpaTOpa
2. O6Lme cBeeHMs
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AMMNKOHHEKT (ans macOS) PyKkoBoACTBO agMuUHUCTpaTOpa
3. AgmuHucTpuposaHne AMVKOHHEKT

3. AoMmuHucTpuposaHne AMKOHHEKT

K agmuHuctpuposaHnio AMMKOHHEKT oTHOCATCSA YyCTaHOBKa W yAaneHue
MO u cepTUMKaTOB, OCHOBHble HacTporkn AMUKOHHEKT, yctaHoBka VPN-
coeimHeHns ¢ PIICY, a Takke aHa/M3 BO3MOXHbIX COO0OLLEHNA 06 OLIMOKax C
BbIMO/IHEHMEM YKa3aHHbIX B (haiisie CO CMUCKOM OLLUMOOK PEKOMEHALIWIA.

3. 1. MHctannauna AMNKOHHEKT

Ona ycTaHOBKM nporpammHoro ob6ecneveHnss AMUWKOHHEKT komnboTep
[0/KEH 0TBeYaTh CNnefytowmm NporpaMmHbIM 1 annapaTHbIM TpeboBaHUAM:

e ornepaumoHHaa cuctema MacOS Bepcus 13.X UK BbILLE,

e annapaTHble TPpeboBaHMA: B COOTBETCTBUM C TPebGOBaHMAMM OMepaLoHHON
CUCTEMBI.

Bce CKPUHLIOTLI U NPUMEPbLI B JaHHOM AOKYMeHTe npusogdatcs ans macOS
Bepcumn 15. Mpwn ycTaHOBKe M MCMOMb30BaHUM MO B UHbIX OMepauLyoHHbIX CUcTEMax
BO BHELUHEM BMWAE WHTepdieiica, nocnefoBaTe/lbHOCTM AEACTBMIA MPX YCTAHOBKE
MOTYT Habnto4aTbCs OTANUNA OT NPUBEAEHHBLIX MPUMEPOB.
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AMUWKOHHEKT (gns macQS) PykoBoACTBO agMUHUCTpaTOpa
3. AamuHucTpuposasme AMUKOHHEKT

Ans yctaHoBkM AMWKOHHEKT Ha MK nog ynpaeneHWeM onepauyoHHO
cuctembl macOS Bepcumn 15 He06X0ANMO:

1. OTkpbITe NakeT < AMICONNECT _X_X MAC.dmg» ¢ KinmeHTOoM. Bbibpats

amiconnect.pkg:
L
Installer.hsh
PucyHok 2 — Bbi6op haiina ans sanycka
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AMMNKOHHEKT (ans macOS)

PyKoBOACTBO afMMHMCTpaTOpa
3. AgmuHucTpuposaHne AMVKOHHEKT

2. Cuctema MOXET BblgaTb MpPeaynpexieHne 0 HEBO3MOXHOCTU OTKPbITUS

haina:

NMpunoxeHue «amiconnect.pkg=
He BblNo OTKPLITO

Apple e yganock NOOTEEPOMTE, 4TO
npunoxedHKe «amiconnect.pkgs» He conepxMT
BpenoHocHoro MO, KOTOpoe MOXET HAHECTH
spen Bawemy Mac MK KoHGWOBHUWANBHOCTH
Bawwnx paHHBIX.

MepemecTuTs B Kopauuy

[oToBO

PucyHOK 3 — MpeaynpexaeHne 0 HEBO3MOXKHOCTM OTKPbITh haiin

[JanbHeiwve aeiicTeus no yctaHoBke MO Ha pasHble BEPCUM OMEPaLMOHHBIX

CUCTeM MOTYT OT/IN4aTbCA.

B [aHHOM PYKOBOACTBE MPeACTaB/eHO OMiCaHue

nHctannaumm AMMKOHHEKT Ha TMK noa ynpaeneHvem macOS Bepcun. Ecnn
YyBeOM/IEHNE O HEBO3MOXXHOCTU YCTaHOBKM MOSBUIOCL, TO HEOOXOAMMO BbINOHATb
Luaru, onncaHHbIe HXKE, a UMeHHO:
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AMUWKOHHEKT (gns macQS) PykoBoACTBO agMUHUCTpaTOpa
3. AgmuHucTpuposaHne AMVKOHHEKT

e BuibpaTh «["0TOBOY:

e [epeiTn B pasfen HacTpoek «KoHhMAEHUMaIbHOCTb 1 6e30MaCcHOCTb» U B
CaMOM HW3y CTpaHuUbl BblbpaTb «Bce paBHO OTKpbITb» AN (aiina
«amiconnect.pkg»:

[ ] @ < KoHdmpeHumnanbHocTh U 6e3onacHocTb
Q L Remote Desktop 0

":] UCHOEBHEIE

. a MpegynpexgeHue 06 OTKPOBEHHOM KOHTEHTE Boikn.
VHUBEpRCaNbHBIA gocTyn

@ OdopMmneHne
g AHaANUTHKE W YNYHILEeHWA

5 NMywskT ynpaenexns

@ PaGoymit cTon u Dock m Pexnama ot Apple
ﬂ Oucnnen
3acTaeka BesonacHocTb
O6om Pa3pelwWTe MCNONB30BAHWE App Store W oT W3BECTHBIX pazpaboTymK... &

MDMIOHEHWA M3:
Q VeegomMneHus

e MpunoxeHne «amiconnect.pkg» saGnokmposano ans sawmTel | MogTeepawTs BXoa
. Bawero Mac.

GokycwpoeaHue

Apple He ypanock NOATEEPONTE, UTO NPUNOXEHWE «amiconnect.pkgs He cogepmuT
a DKpaHHOoEe BEpems spegoHocHoro N0, koTopoe MoXeT HaHecTw Bpe Bawemy Mac unv koHpugeHUMaANLHOCTH Balwnx
AHHBIX.
g 3kpad BNoOKWPOBKMK
R o L —— kcJ FileVault Boikn.
W Be3onacHoCT
(L)) Napons ans exopa u PexxmmM GNoKMpoBKM Brikn.
E Monb3oBaTeny U rpynnet
LOononNHUTENbHO... ?

L @ vuarueis sanueg suranuars

PucyHok 4 — Pa3znen «KoHpuaeHUnanbHoCTb 1 6e30NacHOCTb»
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AMUWKOHHEKT (gns macQS) PykoBoACTBO agMUHUCTpaTOpa
3. AgmuHucTpuposaHne AMVKOHHEKT

e B OTKpbIBLLEMCS OKHE BblbpaTb «OTKPbITb BCE PABHO»:

OTKpbITH MPUAOKEHWE
«amiconnect.pkg»?

Apple He MOMET NOATREPOMTE, YTC 3TO
NPUNOXEHWE HE CONEDXWT BpenonocHoro MO,
KOTOpOe CnocobHo HaHecTH Bpen Bawemy Mac

WKW KoOHGMaeHUMaNbHOCTH Balmx gaHHBX.

He oTKpiBaiTe 370 NPUNOKEHWE, BCK

HE YBEPEHL B HAOBKHOCTH @ro MCTOYHHEKS.

MepemecTuTe B KopauHy

MoaTEepOMTE BXOM,

MoToBO

PucyHok 5 — OKHO 3anpoca paspeLueHunst Ha OTKPbITUe aiinia
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AMUWKOHHEKT (gns macQS) PykoBoACTBO agMUHUCTpaTOpa
3. AgmuHucTpuposaHne AMVKOHHEKT

e BBectun napo/sib OT yHETHOVI 3annMcn 1 noaTeepaunTb €ro BBOJ[ HaXKaTUEM
KHONKN «OK»:

—

KoHdbuaoeHUHaNBHOCTE M Be30NacHOCTb

Ebl NbITAETECE OTKPBITE NDHIOKEHHE,
KOTODO@ MOMET HaHECTH Bpen Bawemy Mac
WA KOHOWOEHUMaNbHoCTH Bawmy LaHHBK.

Yrobbl paspellMTs 3Ty ONepaLMio. BEeQUTe
napont nonsaceaTena Test

PucyHok 6 — OKHO BBOJa Napons

000 «<AMVKOH» 4/3/2026 cTpaHuua -14- 3 51
PO®.MEPC.00122-01 32



AMUWKOHHEKT (gns macQS) PykoBoACTBO agMUHUCTpaTOpa
3. AamuHucTpuposasme AMUKOHHEKT

3. Hanee (M B TOM Cfnyyae, €eCiM OMWCaHHble Bblle Larn He
noTpeboBaMCb) CrefyeT NMPOWTU BCe 3Tanbl UHCTAIALUN B O0ObIMHOM MOpPsAKe, a
MMEHHO:

e NnctpnoyTtne noctasnsercd B nakete «AMICONNECT X X MAC.dmg».

Mocne OTKPbITUA MNakeTa HEOO6XOoAMMO  3anyCcTUTb  «amiconnect.pkg».
OTKpoeTCA nNPUBETCTBEHHOE OKHO MacTepa YCTaHOBKW, B KOTOpPOM
HEOOX0AMMO HaXKaTb KHOMKY «1pOLO/MKUTLY.

[ N MO ‘& YctaHoBka: Amicon AMICONNECT a

Bam 6yayT npennoXeHsl Wwarv no yctaHoske gaHHoro MNO.

Haszan Mpoponxutb

PUcyHoK 7 — Havano ycTaHOBKU

MporpaMmma yCTaHOBKW BblacT Ha 3KpaH /IMLEH3VNOHHOE COr/lalleHne Mexay
nonb3oBatesieM AMVMKOHHEKT 1 OO0 «AMWKOH». [Ona NpoYTeHus YCnoBuia
COrfalleHnss HeobXoAMMO HaXaTb KHOMKY «[Mpoao/mKuTb», B MPOTUBHOM Cly4ae
0TKas3aTbCs OT MHCTANALMM NPU NMOMOLLM KHOMNKN «Hasan».
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AMUWKOHHEKT (gnst macOS) PykoBOACTBO agMmHucTpaTOpa
3. AamuHucTpuposasme AMUKOHHEKT

Ona npogomKeHWa ycTaHoBkK MO Heo6xoQWMO NPUHATE YCNOBUA
NHUEH3IWOHHOro cornalleHus.

Haxmute «lpuHATE®, 4ToGBI NPOSOMKUTL, MNK «He NPpUHUMaTE? ONA
OTMEHBI YCTAHOBKW W 33aBEPLEHHA YCTaHOBLUKMKE.

- MpounTaTh NUUEHIWIO - He npvHumMate  MpWHATE

PUCYHOK 8 — JIMLIEH3VOHHOE COorfaLleHue
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AMUWKOHHEKT (gns macQS) PykoBoACTBO agMUHUCTpaTOpa
3. AamuHucTpuposasme AMUKOHHEKT

e Ha 3KkpaHe /MLEH3MOHHOTO COrMallleHNsl Heo6XOAMMO HaXaTb KHOMKY
«[MpOA0MKUTL», NOC/E Yero Nnporpamma BblJacT COOOLUEHWe A1 NPUHATUS
cornatleHms.

Mocne HaxaTus KHOMKW «[MPUHATL» MNporpamMma  YCTAHOBKWU  BbiBedeT
MH(OPMaLOHHOE OKHO BbIGOpa BapuaHTa yCTaHoBKM IMO:

[ W] & YcraHoBka: AMICON AMICONNECT &

Beenenune Kakwvm oBpaszom Bel xoTMTe yCTAaHOBWMTE 310 MNO7

NuueHsua

® PazmelweHue -
— YeTaHOBWMTE ONA BCeX Nonb3oBaTensd KoMneoTEpa

e —

Ona yctaHoexK atoro MO Tpebyetca 24 MB ceoBoaHoro MecTa.

Bw pewwvnu yctaHoeuTe 310 MO ana scex nofb3oBaTenel sToro
KOMMbIOTERA.

Mpogon¥uTe

PucyHok 9 — OKHO Bbl6opa MecTa yCTaHOBKM
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AMUWKOHHEKT (gns macQS) PykoBoACTBO agMUHUCTpaTOpa
3. AamuHucTpuposasme AMUKOHHEKT

B OTKpbIBLLIEMCS OKHe «BblbopoYHas ycTaHOBKa Ha mMacXXX» Heobxoaumo
MOATBEPANTb AENCTBUE TaK e HaXKaTueM KHOMKU «pOf0/MKUTbY:

WO & YcravHoeka: AMICON AMICONNECT &

HMma nakerta OedcTane Paamep

Beepenune YCTaHOBUTE 24 MB

¢ NuueHava

PasmMmewsHme
® Tvn ycTaHOBKM
YoTaHoBKa

Ceonoka

TpebyeTca mecTa Ha aucke: 24 MB Octrametrca: 119,46 TE

Mpogon*uTh

PucyHok 10 — CoobLLeHWe 0 cTaHAAPTHOM TUMe YCTaHOBKM
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AMMNKOHHEKT (ans macOS) PyKkoBoACTBO agMuUHUCTpaTOpa
3. AgmuHucTpuposaHne AMVKOHHEKT

B OTKpbIBLUEMCA OKHe, MPU Heo6X0AMMOCTHU, MPeLOCTaBAAETCH BO3MOXXHOCTb
M3MEHUTL KaTasior YCTaHOBKW (HaXaTuem KHOMKW  «/I3MeHUTb  pasmeLleHue
YCTaHOBKMW...» 1 BbIBOPOM HEOOXOAUMOTO KaTasora):

[ ] w Yctanoeka: AMICON AMICONNECT (m

CTaHOoapTHaA yCcTaHoBKa Ha «bes HaapaHua»

31a ycTaHoBKa 3aiMmeT 24 MB Ha OMcke.

BeepeHne
NrueHzua HaxmuTe «YCTaHOBWTE® ANA BeINOMHEHWA CTaHOAPTHOM
CTaHOBKM AaHHoro MO onA Bcex NoNbk30BaTenei 3Toro
PasmeweHne y A An
KoMNboTEpa. Boe Nonk30BaTENM KOMNBIOTEPa CMOTYT
® TUn ycTaHOBKM Nonb30BaThCA 3TUM 0.

M3meHUTE pasMelleHWe YCTaHOBKM...

Haaapn YCTaHOBWTE

PucyHok 11 — M13meHeHMe KaTasiora yctaHOBKW (NPY He06X0ANMOCTK)

MoaTBepXXAeHWe Bblbopa KaTtasiora YyCTaHOBKM MPOUCXOAUT HaXKaTUEM KHOMKM
«YCTaHOBUTbY».
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AMMNKOHHEKT (ans macOS) PyKkoBoACTBO agMuUHUCTpaTOpa
3. AgmuHucTpuposaHne AMVKOHHEKT

e B OTKpbIBWIEMCA MO KHOMKE «YCTAHOBUTbL» OKHe ayTeHTUdukaumm
Heo6X04MMO BBECTM Napo/ib N HAXKaTb KHOMKY «YCTaHOBUTL MO»:

i

O

YecTaHoBLYMK

MpunoxeHne «YCTaHOBWMK? NMETAETCA
YCTaHOBWTE HOBOD® (0.

Y1obbl paspelMTs 3TO ABWCTEME, BEEOMTE
naponk.

Test

PucyHok 12 — OKHO BBOJa Naposia A4 paspeLleHma yctaHoBku N0
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AMMNKOHHEKT (ans macOS) PyKkoBoACTBO agMuUHUCTpaTOpa
3. AgmuHucTpuposaHne AMVKOHHEKT

Mactep yctaHoBMT (haitnbl MO AMUKOHHEKT, no 3aBeplleHuy BblaB
MH(OPMaLMOHHOE OKHO «YCTaHOBKA Oblna YCrMeLHO 3aBepLueHa:

@ w YcTaHobka: AMICON AMICONNECT )

VcTaHoeka YCNEWHO 2aseplweHa.

OnA npaeunsHoi paBoTel NPUNoOXEHWA HEOGKO QUMD NEPE3ArpY3KTE KOMNLIOTED
BeepeHwe

NMrueHzua
PaameweHuwe
Tun ycTaHOBKK
YcTaHoBka

® Cepopgka

PuUcyHOK 13- 3aBepLUeHMe YCTaHOBKMN

[na 3aBepLUeHns npouecca Cneayetr HakaTb KHOMKY «3aKpbiTb». [lepeq,
fanbHewmnM  ucnonb3oBaHeM  AMUWKOHHEKT  Heobxogumo  nepesarpysuTb
KOMMbIOTEP.

Mocne nepesarpy3kn cneayet BbIMNOMHUTL AEACTBMS MO  MNPEeAoCTaBNEHUIO
paspelleHnini - npunoxeHusm  (cm.  n.  Ocobble  TpeboBaHMS K YCTAHOBKE
AMNKOHHEKT Ha MK noa ynpasneHnem macOS 15).

3. 1. 1. Ocobble Tpeb6oBaHUs K yctaHoBke AMMKOHHEKT Ha MK nog ynpaBneHvem
macOS 15

[Mocne pernctpauun 1 BXofa Mosb30BaTens B OMepaumoHHY0 CUCTeMy nocre
nepesarpy3kn ans KoppektHoi pa6oTbl ¢ AMUKOHHEKT Tpebyetca [aatb
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AMUWKOHHEKT (gns macQS) PykoBoACTBO agMUHUCTpaTOpa
3. AgmuHucTpuposaHne AMVKOHHEKT

paspelleHne Ha paboty AMUKOHHEKT n paspelueHve Ha MHCMeKUmo Tpaduka, a
VMEHHO:

e B OTKpbIBLIEMCS MOCNe repesanycka YBeAOMJIEHMM O 3anpoce Ha
MCMO/Ib30BaHME CUCTEMHOIO PacCLUMpPEHNs HaxaTb KHOMNKY «OTKPbITb
CUCTEMHbIE HAaCTPOMKN»:

MpunoxeHue «ip-client» sanpawxeaer
pazpelleHHe UCNONbL30BATE HOBOE
ceTeB0De paclvpeHne

370 pACWMPEHHE MOXHO BKMKYATE B NaHENK
HacTpoek « 06beKTo BXO0E W PACUMPEHWAS,
CeTesble paclMpeHda paboTaoT B GoHOBOM
PERMME M MOTYT OTCNEXMBATE CETREOH TpadMK
Ha Bawem Mac.

PuUcyHoK 14 — 3anpoc paspelleHns Ha UCMo/1b30BaHME HOBOIO
pacLumpeHusa
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AMUWKOHHEKT (gns macQS) PykoBoACTBO agMUHUCTpaTOpa
3. AgmuHucTpuposaHne AMVKOHHEKT

e [lafiee  HeO6XOAMMO  BOWTM B CUCTEMY M OTKPbITb  MYHKT
«Hactpoitku—OcHoBHBIE—O0BEKTHI BXOAA U PACITUPEHUS:

N £ » OcHoBHME

sl Ofimcarne

BodTH
Bamed yoeTHOR JATHCES L=l OSeonneswme NO

At

r O o
B Blustooth M  AirDrop W Handofl
Eﬂ Cats

OfbiaTe B00AE M pACIUMDEHHE

@

B DEOHOMMA SHEETAN

s SN RO L i

VHMBEDEARLHEA BOCTYD

O

@ csopunee S W PErIBOH

L) Myt ympasnesma

Y AT W Bpeus
H Paboumi cron 1 Dock
ﬂ Ouennen o) ANTOXANONMEHIE M RAPONH
) 3acrabka

Ofiwmi gocTyn

T L
L) veeaomnesun @ Time Machine
m i ) Nepewoc wne chpoc

_E_mnp:urunnn 3 i

PucyHok 15 — OKHO 0CHOBHbIX HacTpoek OC
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AMWKOHHEKT (gna macOS)

PykoBOACTBO agMmHucTpaTOpa
3. AgmuHucTpuposaHne AMVKOHHEKT

e [lasiee HEOBXOAVMO HaXaTb Ha 3HaK «i», PacrosOKeHHbIV crpasa OT MyHKTa

«CeTeBble pacLUNPEHUs»:

L L 4 O6bexTsl BXOOA M PACLUMPEHMA
q MoMc -\._ eI HE OTK --'-“ |- .‘Il';r:;f;.'-i.'"-:l;.I.II\.'L!-“-ll'.-i.'-':"lJ:"".';'.l'“-;l'C I-I |-'- .:'.ll;.P. ;—'L:Zl!"b-
BEKTOS, [.l.l:".'lnll\.l_l"\t B POHOBOM DExMME, Bo W8 ITHX a0
B wi-Fi
£ Buetooth «
@ CaTo
PaciiMpeHns
n QHEFH'HI Pacwupenns fobannasaT wodys dyHposdnesocTs oA Bawers Mac » npanosenmi, HexoTopess
PaCLEpEHAE MoryT paBoTaTe B HOoHoBoM DeNMmME
@ ocvosHue
{g] Finder D
a Oncnnew NosapsyTe Bneso, PasueTvTe, OSpesats, Coanats POF, NpeoSpasosats niobpase
(2| 3acTaBka :
< Spotlight )
u O6on Neode
ﬂ Odopmnenne BHIETPBIA NPOcMOTR @
ProvisoningProfileQuickiookExtension, TipsQuicklook
3 nywer ynpasnenna
! PaSouni cton u Dock DOeRcTana @
PajugTes
YHHBEDCANLHLIA OOCTYN
. - OBWwMiA nocTyn (6]
® WLt
J Apple Intelligence u Siri @ AlrDirop, Frealorm, Instruments, Simulsior, B cnucos gan stensd, Dobssnte 8 Saro
£ spotlight
g PegaxTwposanue & $oto (1
PajuoTes
0 YeeaoMIeEHHA
m Jmyk D CoTabbie PacUMpaHits (6
tuning
B DOXYCHPOBEHNE
IKPAHHOE BPEMA ?

PuUCyHOK 16 — OKHO HacTpOMKM 06bEKTOB BXOJa U pacLUMpPeHUs
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AMMNKOHHEKT (ans macOS) PyKkoBoACTBO agMuUHUCTpaTOpa
3. AgmuHucTpuposaHne AMVKOHHEKT

e B OTKpbIBLUEMCHA OKHE HEOOXOAUMO YCTaHOBUTL MepeKIoYaTe/b 415 MyHKTa
«tunnel» B NonoXeHue «Bk» (NepeBecTn 6eryHoK Brnpago):

CeTepble paclUMpeHHA
Metwork extensions extend core networking features on your Mac. These extensions
run in the background and can monitor the network traffic on your Mac.

u tunnel o

PucyHok 17 — Pa3pelleHune Ha paboTy ¢ CeTeBbIM pacLUMpeHneM
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AMMNKOHHEKT (ans macOS) PyKkoBoACTBO agMuUHUCTpaTOpa
3. AgmuHucTpuposaHne AMVKOHHEKT

e [Mocne 3TOro Ha 3KpaH 6Y[eT BblBEAEHO OKHO, B KOTOPOM CrefyeT BBECTY
Napo/ib OT YYETHOI 3anMcy M MOATBEPAMTb €ro BBOJ, HAKATVEM KHOMKY
«OK»:

u.
CHCTEMHBIE pacllHMpeHua

MpunoxeHue «CUCTEMHBIE DACIIMDEHWA S
NbITAETCA H3MEHWTE CHETEMHOE DaclUMpeHHE.

Y1066l pa3peWMTE 3TO ASHCTEME, BEEOWTE
maponb.

Test

( |

PucyHok 18 — BBof napons Ans paspeLueHnsa paboTbl C CETEBbIM
pacLwmpeHmnem
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AMUWKOHHEKT (gns macQS) PykoBoACTBO agMUHUCTpaTOpa
3. AgmuHucTpuposaHne AMVKOHHEKT

e [lanee 19 KOPPEKTHOW paboThbl MporpaMMbl HEOOXOANUMO AaTb paspeLleHune
Ha (MIbTPaLMIO CETEBOrO TpadurKa HaXKaTUEM KHOMKWN «Pa3peLumnTby:

MpunoxeHue «amiconnectd»
JanpawveacT pajpelweHde
G UNbTROBaTE CETEBOWH TPpadWK

MO¥HO GHALTPOBATE MNWM KOHTRONMPOBaTE BCHD
CeTEByH aKTWBHOCTL aToro Mac.

PucyHok 19 — Pa3pelleHune Ha (huibTpauuo ceTeBoro Tpaguka
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AMMNKOHHEKT (ans macOS) PyKkoBoACTBO agMuUHUCTpaTOpa
3. AgmuHucTpuposaHne AMVKOHHEKT

e [epekntoyaTen OyAeT nepeBefeH B NOMOXEHWE «BK/.»; ANA 3aBepLUeHus
npoLecca B HMKHEN YacT OKHa HeOOXO4MMO HaXKaTb KHOMKY «["0TOBO»:

CeTegBble pacllMpeHHA
Network extensions extend core networking features on your Mac. These extensions
run in the background and can monitor the network traffic on your Mac.

u tunnel (' 3]

PucyHok 20 — Vicnonb3oBaHMe pacLunpeHns BKIHOUYEHO

Mocne nepesarpyskn OC AMVKOHHEKT 6yaeT akTMBMpoBaH.

3. 2. YcTaHOoBKa CepTunkKaToB

[daxe ecnn He Tpebyetca YycCTaHaB/MBaTb CepTUgMKaTbl, BCE paBHO
HeobXxo4MMO Yy6eanTbCs, YUTO KOPHEBOI M MOJb30BATENLCKMIA CEPTUUKATBI YCELLHO
yCTaHOB/IEHbI B COOTBETCTBYIOLLME XpaHWMLLA cepTudmkaTtoB CBA3Ka KNO4en u
AOCTYMNHbI AN UCMO/b30BaHMA. KOpHEBON W M0/b30BATENIbCKUIA  CEPTUPUKATDI
[AOCTYMHbI B hopmarax .cer, .crt uim .pfx.
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AMMNKOHHEKT (ans macOS) PyKkoBoACTBO agMuUHUCTpaTOpa
3. AgmuHucTpuposaHne AMVKOHHEKT

3. 2. 1. YcTaHOBKa KOpPHEBOro ceptugmkaTra

OTKpoliTe pa3MmelLieHne cepTudmkaTa:
e BbibepuTe HEOOX0AMMbIA KOPHEBOI CEPTU(IMKAT N HAXKMUTE Ha Hero 2 pasa.

e CrieqytolM Larom 6yge npeasioxxeHue [06aBuUTb CEPTUUKAT B O4HY M3
obnacteir «CBA3KM Ktoudel». Heobxoanmo BblbpaTb — CUCTEMY M HaXKaTb
«[lo6aBuTb». [locne BBECTM Mapo/sb OT Yy4yeTHOM 3anucu. CepTudukar
3arpys3mTcs Ha paboyyto CTaHuumIo.

e [Mporigute B npunoXxeHne CBA3Ka KHOYEN U BbIGEPUTE 3arpy>XEHHbIIA
cepTUduKar.

e B HacTpoiikax cepTudukata BblbepuTe BKIaAKy J[oBepve W B MyHKTe
MapaMeTpbl MCMO/Ib30BaHUA cepTudnKaTa BblbepuTe «Bcerga L0BepATb.

e [Mo/TBEPAUTE CBOW MOIHOMOYYS BBOIOM Mapons aMUHMUCTPaATOpa.
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AMUWKOHHEKT (gns macQS) PykoBoACTBO agMUHUCTpaTOpa
3. AgmuHucTpuposaHne AMVKOHHEKT

(] [ ] amicon-ca

amicon-ca

KopHegoe 6iopo cepTudukaumm

McTekaeT: BockpeceHbe, 25 ceHTaABpa 2078r. B 11:34:22 Mockea,

cTaHpQapTHoe Bpems

@ [laHHbIW KOpPHEBOW cepTUbK’ “IM
HacTpoHKK cucTeMBI

(ﬁ?'fﬁ}?(‘ ctle

Hawdt

Hoeepue

MapamMeTpbl UCMONb30BaHUA CEPTUDUKAT [LA = olclpa i alo:1=lsta i 3 ?

Hwkorga He foBepsTh
MpoToKon 3awMueHHbIX coKeToB (SSL) + bcerya pusepsis

BesonacHana no4Ta (S/MIME) Bcerga ooeepfaTb
Pacwwupaeman ayteHTupunkauns (EAP) Bcerga noeepsaTth
IP-6e3onacHocTb (IPsec) Bcergpa gooeepsaTts

Mognucbh koga Bcerpga goBepsath

MpucBoeHUe BpeMeHHbIX MeTOK Bcerpa nosepats

(<> <> il > Ji{ <> il <> ] < %

CtaHpapTHbi anroputm X.509 Bcerpa goeepaTb

Mogpo6GHee
Tema
KomnoHeHT gomeHa lan
KomnoHeHT gomeHa amicon

O6wee uma amicon-ca

PucyHok 21 — OKHO YyCTaHOBKM KOPHEBOIO cepTuUmKarta
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AMMNKOHHEKT (ans macOS) PyKkoBoACTBO agMuUHUCTpaTOpa
3. AgmuHucTpuposaHne AMVKOHHEKT

3. 2. 2. YcTaHOBKa N0J/b30BaTe/IbCKOro cepTnmkaTa

OTKpoliTe pa3MmelLieHne cepTudmkaTa:

e BbibepuTe HeOOXOAUMBIA CePTUDMKAT NOMb30BATENA U HAXXMUTE Ha Hero 2
pasa.

e BBeguTe Mapo/ib, YCTAHOBMEHHbI MpW reHepauuy ceptugukata. [ns
NOATBEPXKAEHUA NpaB TakkKe HeobXxoAMMO MOATBEPAMTb CBOW AECTBUSA
BBOJAOM Napons agMuHucTpatopa. [locne cepTUgMKaT 3arpysuTcs Ha
pabouyto CTaHUMIO.

e [polignte B npunoxeHne CBA3Ka KIOYEN W BblbepuTe 3arpy>KeHHbIN
cepTudumkar.

e B HacTpoiikax cepTudmkata BbiOepuTe BKMaaky J[oBepve M B MNYHKTE
MapaMeTpbl UCMOMb30BaHUs CepPTU(NKaTa BbiGepuTe «Bceraa A0BepsTh».

e [NoATBEPANTE CBOU NOMHOMOUMSI BBOAOM Mapo/is aiMMHMCTpaTopa.

Mocne yCTaHOBKU CepTU(MKATOB YOeamuTech, YUTO BCE OHM OTOOpaXarTCA B
npunoxenun AMVMKOHHEKT. 3anycTvB NpWioXXeHne, UX MOXHO HaTW B pasgene
HaCTPOeK, CBS3aHHOM C cepTudmkatamu: «podmnb 1 agpeca». Tam XKe, Ha OCHOBE
YCTaHOB/IEHHOIO  MO0/Ib30BATE/IbCKOr0  CepTUukarta, 0TOo6pasuTca  npoduib
nonb3oBaTens.

3. 3. 3anyck AMVKOHHEKT

MporpammHoe ob6ecrieyeHne AMUKOHHEKT 3arpy»aetcs aBTOMaTUYECKM,
npu CTapTe OMepauuMoHHON cucTembl (A0  perucTpauuy  nosnb3oBatens B
OnepaumoHHON CUCTEME).

Mocne aBTOpM3aUMM NOMb30OBATeNs B OMNEPaUMOHHOW cucTeMe, B 061acTy

yBeOM/IEHNIA B Tpee oTobpaxaeTcst 3Ha40K AMUKOHHEKT: A .
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AMMNKOHHEKT (ans macOS) PyKkoBoACTBO agMuUHUCTpaTOpa
3. AgmuHucTpuposaHne AMVKOHHEKT

[N Bbl30Ba MEHK HEOOXOAMMO HaXaTb /IEBOW K/MABMLLEA MbIN Ha 3Ha4Ke
nporpammbl. Ha 3kpaH 6yaer BbigaHo MeHtO AMVKOHHEKT, copgepxatiee
cnegyrowme KoMaHzbl:

AMWKOHHEKT

He nogknoyeHo

MoaxknNYuTL

OTKpbITE

Beixon

PucyHok 22 - MeHto AMVKOHHEKT
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AMMNKOHHEKT (ans macOS) PyKkoBoACTBO agMuUHUCTpaTOpa
3. AgmuHucTpuposaHne AMVKOHHEKT

3. 4. ManKu n cMcTeMHble KOMIMOHEHTbI, 3aTparMBaeMble YyCTaHOBKOWA
AMMWKOHHEKT

Manka yctaHoBkn AMKOHHEKT no ymonuaHuto: /Library/Amiconnect:
0 O6LMe KOHPUrypaLoHHbIe (haitnbl.
0 O6Lpme Nonb3oBaTe/IbCKne HaCTPOMKN.
O YNpasnsoLLme UCMOSTHAEMbIE CKPUNTBI:
checkhashes — npoBepka KOHTPO/IbHbIX CYyMM
restartdaemon — nepesanycTuTb POHOBbLIN NPoLECC
startup — 3anyck )oHOBOro npouecca
uninstall — yganeHne AMMKOHHEKT
Karanor log ¢ npotokosiom paboTbl (POHOBOIO MpoLiecca:

oJlorn Kakaoro nosib3oBartens HaxoAAaTCcA B Narke HaCTPOEK MO/b30BaTens B
nognanke log\ClientLog.csv

oJloru cepsuca B nanke ycTaHoBkM B nognanke log\SrvLog.csv
o Manka HacTpoeK nosib3oBartend: /amiconnect

[MakeT NpUIoXXeHUs HasblBaeTcAa Amiconnect.app, OH yCTaHaB/MBaeTCA B Manky
/Applications.

POHOBbIN npouecc Ha3blBaeTCA amiconnectd, pacnonoXeHve
Amiconnect.app/Contents/Plugl ns/amiconnectd.app/ContentsMacOS/amiconnectd

daiin HaCTPOKMKM aBTOMATMYECKOTO 3anycka ()OHOBOIO NPOoLEeccapacrosioXXeH B
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katasnore /Library/LaunchDaemons/amiconnect.dmn.plist

B kauyecTBe [ApaiBepa-thunbTpa WCMOMb3YETCS CUCTEMHOE pacLUMPEHME
(ceTeBoe paclumpeHue tunnel), KOTOpoe HeEOOXOAMMO BKMOUUTL MOC/E YCTaHOBKU
nporpamMbl B 06bEeKTax BXOAa M pacLLUMpEHUSIX.

AprymeHtamu (pOHOBOIO mpoLiecca ABNATCA ClefyoLwme KOMaHabl:
Orun_as_process — 3anyCcTuTb Kak NMpoLecc, a He Kak JeMOH;

o instdrv — 3anpoc akTuBaLumM CUCTEMHOTO pactumpeHue tunnel,

O unistdrv — 3anpoc geakTneauuy CUCTEMHOTO pacLumpeHue tunnel.
3HaveHne UMeeT TOJIbKO NepBbI apryMeHT, OCTa/lbHble MTHOPUPYIOTCS.

®daiin  HacTpoek nonb3oBatens cfg.ini pacnonaraeTcs B Mnanke HAcTPOeK
Mo/b3oBaTens.

GUI npunoxeHne AMUWKOHHEKT o6nafaeT npaBamu  Mosb30BaTens,
NOCbINAET KOMaH/bl CEPBUCY ANA B3aMMOAEWCTBUA C ApariBEPOM U MOAKMOYEHNS K
cepsepy PriCYy.

3. 5. Hactpoiiku VPN-npoguns

Ona  Hactpoek coeanHeHns AMUKOHHEKT wn ®rCY Heobxogumo B
BbIMNazatoLLLeM MeHIO BbIopaTb NYHKT «OTKPbITb». [anee cnefyeT BbiopaTb NPOQU/b 1
MepenmTn B HACTPOMKY ero fJaHHbiX. [podmnn oTobpaxkaloTcss B MHTepdence
AMWKOHHEKT wucxogs 13 HalfAeHHbIX B IOKabHOM XpaHWuLLe OnepauyoHHON
CUCTEMbI MO/b30BATENbCKNX CEPTUDMKATOB. Pa3Hble Npoduan MoryT NOHago6bmTLCA B
TOM CNyyae, eCin COTPYAHUKY HEeo6XO0AMMO UMETb AOCTYM K Pa3HbiM 3aLUULLEHHBIM
cpefam, Haxogawmmcs 3a pasHbiMy PIICY, 1 3Tn cpefbl TPEOYIOT HaMMUMA PasHbIX
CepTUPUKATOB A4/1 ay TEHTUDMKALMW NOSb30BATENS.
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[N HacTpoeK BblGpaHHOro Mpouis HeobXOAMMO [iBa pas3a HaXaTb NeBOW
KHOMKOW MbIlwn Ha uKoHKe AMWKOHHEKT B ctatyc-6ape, nocne 4ero Haxarb Ha
3HaK HaCTPOEK B NMPaBOM BEPXHEM YTy OTKPbIBLUErOCA OKHa:

AMMKOHHEKT

O

Moaknk4YuTe

PUCYHOK 23 — 3HaY0K HacTpoekK
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B OTKpbIBLIEMCA OKHe A/19 BblIOPAaHHOINO MPOMUNA HACTpanBatOTCA Takue
napameTpbl, Kak «Aapec cepsepa», «VIMA TyHHenbHOM rpynnbl», «Cnocob
ABYX(haKTOPHON ayTeHTUPUKaUMM». TakKe MMEETCHs BO3MOXHOCTb BblOpaTh A3bIK
MHTepdelica 1 UBET TeMbI: CBET/YHO U TEMHY!O.

AMMKOHHEKT

BelSpaHHbiin cepTUdMKaT BukTOpWA 3aK
Appec cepeepa vpn.amicon.ru
vpn.amicon.ru

HMMA TyHHENBHOW rpyNne

Cnocob AByX¢$aKTOpHOH ayTeHTUDHKALIMK d HWU T F

A3bIK NPUNOXEHWUA Pycckui

Tema odopmneHun

&

TemHan CeeTtnana

OuncTTs Kaw DNS MepesanycTUTL aganTepl

CoXpaHuTe

© 000 «tAMMKOH=, 2026 Bepcua 1.20.2098 (1.10.2098)

PucyHok 24 — Hactponku AMNKOHHEKT
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3. 5. 1. Aapec cepsepa

[N HacTpoeK BblGpPaHHOIro Mpouis HeobXOAMMO [iBa pas3a HaXaTb NeBOWA
KHOMKOW MbIln Ha UKoHKe AMWKOHHEKT B ctatyc-6ape, nocne 4ero Haxatb Ha
3HaK HaCTPOEK B NMPaBOM BEPXHEM YTy OTKPLIBLUErOCA OKHa:

AMMKOHHEKT

O

Moaknk4YuTe

PUCYHOK 25 — 3HaY0K HacTpoekK
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B OTKpbIBLUEMCA OKHE B Mofe «Kcnonb3yemblii agpec» npeaocTaBnseTcs
BO3MOXHOCTb BBecTU IP-anpec PrICY-IP, yepe3 KOTOPbIA OyAeT OCYLLECTBNATLCA
poctyn AMMKOHHEKT K 3alWWlieHHbIM XOCTaM, W HaXKaTb KHOMKY «+» A4
A06aBneHns agpeca B HACTPOMKM Npoduns.

AMMKOHHEKT
BoiGpanHbid cepTUdMKaT
Appec cepeepa
Test.ru

MMA TYHHENbHOW MPYNNe

6 By XGAKTOPHOM ayTeHTUhHUKaLMKM HWUITF

Aabik NPUNOMEHWA Pyccruia

Tema odopmneHnn

a

L

TemHan CeeTnan

OuYMcTHTE K3 DNS MNepesanycTHTh aganTepbl

CoXpaHuTh

PucyHok 26 — HacTtponku AMNKOHHEKT
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YpaneHue agpeca BO3MOXHO N0 KHOMKE yaaneHus .
3. 5. 2. AMSl TYHHENbHOW rpynnbl

TyHHeNbHble TPyNnbl POPMUPYIOTCA Ha OCHOBE WHMOpMauMn O u3aaTesne
cepTuukara.
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[Ns HacTPOeK MMEHM TYHHE/IbHOW Tpynnbl HeOO6XOAMMO ABa pasa HaxkaTb
NEBOM KHOMKOW Mbln Ha UKOHKe AMWKOHHEKT B cratyc-6ape, nocne 4ero
HaKaTb Ha 3HaK HaCTPOeK B NPaBOM BEPXHEM YTI/ly OTKPbIBLLUEroca OKHa:

AMMKOHHEKT

O

Moaknk4YuTe

PUCYHOK 27 — 3Ha40K HacTpoekK
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B OTKpbIBLLUEMCS OKHe B nose «/Msi TyHHeNbHOW Fpynnbl» NPeAocTaBseTcs
BO3MOXHOCTb BBECTM MUMSI TYHHENIbHOI Fpynnbl, AN8 pasaeneHus nosnb3oBateneid no
Pa3HbIM TYHHE/bHLIM TPYMMNaM N HaXaTb KHOMKY «+» ANd [106aBfeHUs Ha3BaHUS
rPynNMbl B HACTPOVKN NPOGnNs.

AMMKOHHEKT

BuiGpaHHbii cepTuduKaT

Appec cepeepa test.ru

Mma TYHHENBEHOW FPYNne

Cnocob asyxdakTopHOR ayTeHTHuduKalmm

Test

A3biK APUAOKEHUA Pycckui

Tema opopmMneHua

C

TemHan CeeTnan

OYMETUTE K3l DNS MNepesanycTHTe aganTeps

COXpaHHTE

PucyHok 28 — HacTtponku AMNKOHHEKT

Y aaneHve TyHHeNbHOM rpynmnbl BO3MOXHO MO KHOMKE Yy/aieHus ﬂ
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3. 5. 3. Cnocob ABYyX(haKTOPHOWN ayTeHTUPMKaLNK

B cTpoke Bbl6opa cnocoba ABYX(haKTOPHOW —ayTeHTUUKaUUM  ecTb
BO3MOXXHOCTb BblOpaTb OAWH W3 TPEX [AOCTYMHbIX W HACTPOEHHbIX CUCTEMOI
cnoco6os: OTP, HWOTP n PUSH:

e OTP - 0aHOpPa30BbIi Naposb;
e HWOTP - naposib ¢ BHELWHero HocuTens,;

e PUSH - noateepxaeHune yepes SberOTP.

To, Kako/ WMMEHHO Crnocob HeobXoAuM KOHKPETHOMY MO0Jb30BaTENN0 UK
rpynne  nosib3oBatefieid,  OMpefensercs  creuuasbHbIM - NOAPasfeNieHneM,
OTBETCTBEHHbIM 3a HACTPOKY YpOBHel foctyna uHTerpauyuy MAK ®MCY. [o
nosib3oBartesiel JOBOAUTCA 3Ta MHPOPMAUMSA W KKAbIA U3 HUX CaMOCTOATENIbHO
BbIOVIPaEeT B HACTPOIiKe NOAXOAALLMIA eMY CMOCO6 ay TEHTUDMKALMMN.

3. 6. JononHUTeIbHblE BO3MOXXHOCTU

3. 6. 1. MonyyeHne nHgopmMaymm o cepTugmkarte nosb3oBaTens

B npunoxenun AMWKOHHEKT peanv3oBaHa BO3MOXHOCTbL MOJy4YeHUs
MH(opMaLmmn 06 NMeHN cepTUdMKaTa U CPOKe ero LencTBus NpsmMo U3 NPUIOKEHNS.
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[N nonyyeHns aTon MHGopMaLmm LOCTaTOMHO HaBECTU KYpPCOP Ha 3HAYOK «ix»
(cM. m306paxkeHne HWXe). WMHhopmauus 0 cepTuukate akTUBHOIO npodmns
MOSBUTCA B HEOO/bLLIOM MH(POPMALMOHHOM OKHe.

AMMKOHHEKT

BbiGpaHHbIn cepTUdMKaT ).

<N cepTudpukarta: Buktopua 3ak
Maparens cepTudmkara:
WcTekaer:

Appec cepeepa vpn.amicon.ru
MMA TYHHeNbHOW rpynnbl

Cnoco6 aeyxdpakTOpHOW ayTeHTUHHUKALMK HWOTP PUSH

A3bIK NPUNOXEHNs Pycckuin

Tema opopmneHun

S ‘0:

TemHan CeeTtnan

OumncTnTb Kaw DNS MNepesanycTuTe aganTepbl

CoxpaHuTb

PUCyHOK 29 — BblibpaHHbIii cepTudmnkaT
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3. 6. 2. OKCMopT N10ros

B npunoxeHnn AMUKOHHEKT uvmeeTca (YHKUMA BbIrpysku noros. [ns
(hopMupoBaHNsA (paitna C 3anucaMu HeobXOLMMO HaXaTb Ha COOTBETCTBYHOLLYHO
KHONKY (CM. M306paXkeHVe Huxke). locrie HaXaTtus OTKPOeTCA CUCTEMHas Manka, B
KOTOPOW MOXHO OYy/eT YBUAETL apXUB C 3amnucamu.

AMMKOHHEKT

BbiGpaHHbIW cepTudmKaT
Appec cepBepa
MMA TYHHeNbHOW rpynnbl

Cnocob aByx¢$aKTopHOM ayTeHTUdMKaLMKM HWOTP PUSH

A3blK NpUNOXEHNA Pycckun

Tema odpopMneHun

C 0:

TemHan Ceetnan

OyneTHTe Kaw DNS Mepe3sanycTuTe apantepbl

CoxpaHuTb

PucyHok 30 — KHoNKa BbIFPY3Ku /10roB

3. 7. YctaHoBKa VPN-coeimHeHunsa ¢ ®ricy

3. 7. 1. CoefMHeHMe Yepes 3HAUOK NPUNOXKEHNSA

MogkntoyeHne K DICY MOXKHO OCYLLIECTBUTb, BbI3BaB MEHIO HaXKaTvem
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KypCOPOM MbIWIM Ha 3HAYOK B Tpee WM WCMOoMb30BaTb CreuuasbHoe OKHO
COefjMHEHMS. [NA YCTaHOBKN COEAUHEHMS MOMb30BaTeNt0 HEO6XO4MMO BbIMOHUTD
HECKO/IbKO MPOCTbIX AENCTBUIA.

UToObl MOAKNHOUYMTLCS Yepe3 3HAYOK B MaHenu 3aad Heo6XOAMMO BbI3BaThb
MEHIO HaXKaTeM KypCOPOM Ha 3HauKe NPUoXKeHus. B NosBrBLLEMCS MEHIO BbIbpaThb
MYHKT «[oaKnounTb». Monb30BaTento 6yaeT NPeAN0oXKeHO NPOATM ayTEHTUDUKALIMIO
OAHUM U3 Tpex cnocoboB ayTeHTU(MKauMK. [locne NPOXOXKAEHUS MPOBEPKY
NoJKNHYeHMe OYIeT YCTaHOBEHO.

[Mpn BLINOMHEHHOM MOAKMHOYEHUN 3HAYOK npunoxeHna AMUWKOHHEKT B
naHenu 3agay M3MEHWUT CBOM LIBET HA (PUOSIETOBLIN. TakXe B MEHIO 3HayKa B MaHesm
3a/iay, B NepBOI CTPOKe MOABUTCA HAAMUCL MOAKIOYEHO C MHAMKATOPOM 3e/1EHOr0
LiBeTa.

PaspblB COEAVMHEHMS] MOXHO OCYLLIECTBUTb MYTEM HakaTUs Ha KHOMKY
«OTK/IOYNTb» B MEHIO 3HAYKa MPWIOXKEHMS B MaHeNM 3agau.

BAXXHO: B cnyyae HesannaHMPOBaHHOIO paspbiBa COEAVMHEHMA 3Ha4yOK
MPUIOXKEHNA B MaHenn 3adad M3MEeHWUT LBET Ha KpacHbld. [Monfb3oBatenb MNOAyYuT
yBeJOM/IeHNe 0 BEPOATHbLIX NPUYNHAX pas3pbiBa COeANHEHNS.

3. 7. 2. CoefMHeHMe Yepe3 OKHO NOAKNHOYEHUA

CoepgunHeHve ¢ ®TIICY TakKe MOXXHO OCYLLECTBUTL Yepe3 creumasibHOe OKHO
NnoAKNtoYeHns. UTobbl Bbi3BaTb OKHO MOAK/OYEHUS HEOOXOAMMO ABaX[bl HaXKaTb
MbILbHO 3HAYOK npunoxeHns AMVKOHHEKT neBoii KHOMKOI MbILLIN.

B nosBuBLLUEMCA OKHE MNOAKIHOYEHUA MOXHO YBUAETL KPYIrNyk KHOMKY C
HaanuUCcblo «[MoOAKNOYNTL». HaXkaB Ha KHOMKY, MOXHO MHUUMMPOBATbL COeAWHEeHWe
npunoxeHns ¢ PrCY. [pu KOPPeKTHbIX HACTPOWMKax Mo/b30oBaTeNto Oyaer
NPeasioXKeHO NPOWTN ayTEHTUPUKALMIO OAHUM U3 TPex CrocoboB ayTeHTUUKaumu.
[Mocne NPOXOXXAeHWA MPOBEPKU MOLKNOYeHUe Oy[eT yCTaHOBMIEHO. LiBeT 06BOAKM
KHOMKN NOAKNOYEHUA M3MEHUTCS (CM. M306padkKeHMe HWKe). B npaBoil 4acTy OKHa
NOAKNHYEHME NMOABUTCA HaANUCh «[MOAKNHOUYEHO», @ MHAMKATOP PALOM C HaAMuChbio
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OyaeT OKpaLLEeH B 3eNEHBINA LBET.

3. 8. NepeknoyeHMe A3bIKa

[ns Bblbopa f3blka MHTEp(eiica HeoOXOAMMO MepenTh K MYHKTY «HA3bIK
NPUNOXeHNs» U BblopaTb "Pycckuin” ans otobpaxkeHns nHtepderica AMUKOHHEKT
Ha pyccKoM si3blke, unm "English” ana otobpaxeHus nHtepgeiica AMUKOHHEKT Ha
aHIIMIACKOM $A3blKe.
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4. AenHcTtannauua NO AMNKOHHEKT

AMMNKOHHEKT noNHOCTLIO yaanseTcs ¢ YCTPOWCTBA, BK/IHOYas BCE CBA3aHHbIE
(haiinbl, HaCTPOWMKM W 3anncu B peecTpe. YJaleHWe MOXHO MPOU3BECTU [ABYMSA
cnocobamu:

1 Yepes "lMporpammbI*.

2. C nomowblo  [euHCTaIMpytowero (ainia, pacnosioKeHHOro B
narnke /Library/Amiconnect/uninstall.

4. 1. YpaneHue 4epes ""lporpammbl*’
1. 3akpoiiTe NpunoXeHve B cTaTyc-6ape, ecv 0HO OTKPbITO.
2. OTKpoWiTe 6MGIMOTEKY NPUNOXKEHUIA "TTporpammbl”.
3. Hangnte AMVKOHHEKT B cnucke.

4. HaxxmMuTe MpaBoOi KHOMKOW MbIM HA WMKOHKY MPUIoXeHus. Bbibepute
NYHKT "YdanuTb".

5. JoxauTech 3aBepLUEeHMs npoLecca yaaieHus.

6. Y6eauTech, UYTO MPWUIOXKEHWE OONblLUe HE OTOOPaXKaeTcs B CMMCKe
YCTaHOB/IEHHbIX NMPOrPamM.
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4. 2. YpaneHune yepes JeUHCTANNATOP

1. OTKpoilTe nanky C KOMMOHeHTamu npunoxeHns AMUVKOHHEKT
(/Library/Amiconnect/uninstall).

2. 3anycTtuTe (hailn AeuHCTannsTopa.

3. BBeaute naponb agMUHUCTPATOpa B OKHe [EUHCTaINATopa U HaxXMuTe
«return».

4. Tocne npouecca yaaneHns 3aKpoinTe 0KHO AeNHCTannsTopa.

[ns 3aBepLueHns npouecca yaaneHus MO TpebyeTcs nepesarpy3nTb pabouyto
CTaHLWIO.
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5. YaaneHue ceptuukaToB

B uenax 6e3onacHOCTV nocne ypalieHWs ¢ paboyeint CTaHUMM MPUIOXKEHUS
AMVKOHHEKT  pekomeHAayem  yaanuTb  KOPHeBble U M0/b30BaTebCKUE
CepTUPUKATbI U3 COOTBETCTBYHOLLMX XPaHUINLL, CEPTU(NKATOB.

5. 1. YganeHue KOpHeBOro ceptnmkara

OTKpOWTe XpaHnIuLe cepTndukatoB CBA3Ka K/HOUEN:

. Bbibepute LeneBoi cepTudmKar U HaXXMUTE Ha HEro NpPaBoil KHOMKOWA
MbILLIN.

. Bbibepute NyHKT «Y 0a/NTb»

. Ybeautecb, 4TO CcepTUdMKaT 60fblle He OTOOpaXKaeTcs B CMMCKe
CepTUPUKATOB.

5. 2. YjaneHue rnosb30BaTe/IbCKOro ceprnmkara

OTKpoIiTe XpaHunuLLe cepTudrkaToB CBs3Ka KIHOUENA:

. Bbibepute LeneBoi CepTU(MKAT U HXKMUTE Ha HEro npasBoM KHOMKOW
MbILLIN.

. Bbibepute NyHKT «Y 0ainTb»

. Y6enuTecb, 4TO CepTU(MKAT 60sbLLe He OTOOpaKaeTcs B CMUCKE
CepTUPUKaTOB.

[Mocne BbINOHEHUA BCEX OMWCAHHBLIX LIAroB y6eAnTecb, YTO MPUIOXKEHUE
AMVKOHHEKT, a Takxe CBfi3aHHble C HAM CepTU(NKaTbl U HACTPOMKN MOMHOCTbLIO
yaaneHbl C Bawleil pabouyein crtaHUMKW. ITO O0OECNEYUT YMCTOTY CUCTEMbI W
NpefoTBPaTUT  BO3MOXHble  KOH(IMKTbI  MPW  MOBTOPHOW  YCTaHOBKE W/
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MCMONb30BaHNN APYTUX NPOrpaMm.
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6. CoobLyeHns 06 owmnbkax npu coegnHeHnn ¢ Pricy

6. CoobuleHns 06 owmbKax npu coeguHeHUn ¢ PriCy

Mpn owmbkax coeanHeHnss AMUKOHHEKT ¢ ®ICY MoryT 6bITb BblfaHbl
yKasaHHbIe B (haiifie Co CNMCKOM OLLMOOK COOBLLEHNS.
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