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AMUMNKOHHEKT (ans Debian) PykoBoACcTBO agMMHUCTpaTOpa

AHHOTaUuSA

HacTosillee pyKOBOACTBO MpeAHasHa4yeHO [And  MNPOrpaMMHOIO  KOMI/eKca
AMVKOHHEKT, pa6oTtaiowero B oOnepaumoHHbIX cucTemax Linux (Debian).
PYKOBOACTBO ABNAETCA [OKYMEHTOM, B COOTBETCTBUM C KOTOPbIM  [O/DKHbI
NMPOVN3BOANTLCA YCTAaHOBKA, Ya/IeHNe 1 UCNO/b30BaHWe NPorpaMmsl.

Ecnv y Bac BO3HWKHYT Kakue-Mb0 BOMPOCbI WU MPEASIOKEHNS, Bbl MOXXETE
obpatutbca HenocpeacTseHHO B OO0 «AMUMKOH». Bam Bcerga 6yayT npefcTas/ieHbl
NoAPOGHbIE KOHCY/bTALMM NO TeNIePOHY WM 3/IEKTPOHHOIA MouTe.

OT3bIBbl Y MPEANOXKEHNS MO AOKYMEHTaLMN Npocbba BbICbINaTb Ha 3/IEKTPOHHYHO
nouTy.

KOHTaKTbI:

Haw agpec: OO0 «AMWMKOH», BapwaBckoe wocce, A. 125 (cekuma 1,
LLOKO/IbHbIN 3Tax), . MockBa, 117587.

TeneoH n akc: +7-(495)797-64-12, +7-(495)797-64-13.

CaiiT: https://www.amicon.ru/

On-line pokymeHTaums no npoaykuun OO0 «AMUKOHDy: https.//wiki.amicon.ru/

ANeKTpoHHasa noyTa: info@amicon.ru

© 2026 OO0 «AMUNKOH>, 1994-2026. Bce npasa 3aluLLeHbI.
Bce aBTOpCKMe NpaBa Ha 3KCnnyaTaLlWOHHYI0 JOKYMEH TaLUMI0 3alLmnLLeHbl.
[lOKyMeHT BXOANT B KOMMNNEKT NOCTaBKu U3Lenus.

Be3 cneumanbHOro nucbMeHHoro paspetleHns 000 «<AMUKOH» Hac ToAWWIA JOKYMEHT WNu ero
4acTb B MEYATHOM WY 3/IEKTPOHHOM BUAE HE MOTYT 6bITb CKONMPOBaHbI U NepefaHbl TPeTbUM
nnLam ¢ KOMMEPYECKON LieNbHo.

NHdopmaums, cofep>Kallancs B HaCTOALLEM JOKYMEHTe, MOXKET OblTb U3MEHEHA pa3paboTUVKOM
6e3 crneumansHOro YBeAOMEHNS, YTO He ABNSeTCA HapyLLeHeM 0653aTeNIbCTB M0 O THOLLEHUIO K
nonb3oeaTento co cTopoHbl OO0 «AMUKOH».
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AMMNKOHHEKT (ans Debian) PykoBoAcTBO agMmMHMCTpaTOpa
1. Cnmcok onpeaeneHunii n cokpalleHnii

1. CnncoK onpeeneHnin n CoKpaLleHumn

HC/A HeCaHKLMOHMPOBaHHbIN J4OCTYMN K UH(pOpMaLmK;

oC onepauyoHHas CUCTEMa,

Mo nporpaMmMHoe o0becreyeHue;

MaBM NnepcoHasibHasA 3NEKTPOHHAA BblUMCNUTENbHAA MALLWHA,

oricy KpUNTOMapPLLPYTU3aTOP W MEXCeTeBOi 3kpaH PIrICY,
MPOrpaMMHbIA UM MPOrpamMmHO-annapaTHbIiA KOMMNJeKC

OCSsP «Online Certificate Status Protocol», NpoTOKON COCTOAHUA
CeTeBOro cepTudmkara

PKI «Public Key Infrastructure», WMH(pacTpyKTypa OTKPbITbIX
K/touei

UDP «User Datagram Protocol», npoTokon TpaHCNOPTHOrO
YPOBHS,, He TpebylOWMiA MNOATBEPXKAEHNS  [OCTaBKM
Aevtarpamm

VPN «Virtual Private Network», BupTyanbHasa 4yacTHast CeTb

AMWKOHHEKT |[nporpaMMHbIA  KIMEHT Ha  YCTPOWCTBE  MOJ/Ib30BATENS.
(KnueHT PKI) ObecneyvBaeT MHMUMaLUMIO  3aLULLEHHOIO VVPN-
COefiHeHUsA, nepefadvy fAaHHbIX YpoBHen L3-L7 mopgenu
OSI v B3anmogeictere ¢ PriCY-IP gna ayTeHTUDUKaLMM 1

aBTopum3aumm
M3 MEeXCeTeBOI 3KpaH
YL YOOCTOBEPSAIOLLMIA LEHTP — [OBEPEHHasi TPeTbs CTOPOHa,

OTBETCTBEHHas 3a Bblfavyy W OT3blB CEPTU(IMKATOB, MU3AaeT
cepTudmMKaT  OTKPLITOrO  K/KYa  Nosb3oBaTens  Ha
OnpefeNieHHbIN CPOK U NOATBEPXAAeT, YTO KOHKPETHOMY
Mo/Ib30BaTeNi0  MPUHAANEXUT  OTKPbITbIN K04 U
COOTBETCTBYOLLMIA EMY 3aKPbITbIN K/IHOY

XocT y3e/ CEeTW, He SIBMAIOWMIACA MapLipyTU3aTopoM, T.e. He
rnepeAaroLLuii MHpOPMaLMIO 13 OAHOI CETU B APYTYHO

CepTudmkar CEPTUMMKAT OTKPLITOrO K/OYa — 3/1EKTPOHHBIA [LOKYMEHT,
coAepXXalinii OTKPbITBIA KoY, MHGOpMaUMo O BnagesbLe
Knova, 06/71acTM  MPUMEHEHUs  Ko4va,  NOAMNMCaHHBLINA
BbldaBLIMM  ero  Y[OCTOBEPAIOWMM  LEHTPOM W
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AMMNKOHHEKT (ans Debian) PykoBoAcTBO agMmMHMCTpaTOpa
1. Cnmcok onpeaeneHunii n cokpalleHnii

NOATBEPXXAAIOLMIA MPUHAANEXHOCTb OTKPbLITOrO0  K/tova
BNafenNbLy
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AMMNKOHHEKT (ans Debian) PykoBoAcTBO agMmMHMCTpaTOpa
2. O6bwme cBefeHuns

2. O6Lpme cBefeHUA

PYKOBOACTBO NpeAHa3HayeHo [And agMUHUCTPATOPOB CUCTEM YAANIEHHOIO
[0CTyna, paboTatoLLMX B OMnepaumoHHbIX cuctemax SherOS.

AMNKOHHEKT (KnneHTt PKI) npegHasHayeH 515 3aliWTbl A0CTYNa OT/Ae/bHOM
paboyei cTaHUMM K pecypcam CeTu nepefavn AaHHbIX. [OCTyrn OpraHusyeTcs C
MCMO/b30BaHMEM MH(PACTPYKTYpPbl OTKPbITbIX Ktouei (Public Key Infrastructure,
PKI).

Mexagy ®OrCY un AMWKOHHEKTom opraHusyetca 3awmuieHHoe VPN-
COeiNHeHKe, Yepe3 KOTopoe MOryT nepeaasatbca AaHHble L3-L7 ypoBHa OSI.

B3anmHas OBYXCTOPOHHAA ayTeHTUukaums knmeHtoB AMUKOHHEKT wu
®riCY npomsBoaUTCA C  WCMOJSIb30BaHMEM CepTUhMKaTa OTKPLITOro  K/ua
nonb30BaTens U cCo6CTBEHHOIO cepTudukata ®riCy. Monsvosarens AMVKOHHEKTa
NOEHTU(MUMPYETCSA peKBu3nMTaMu cBoero ceptugmkata. Ha ®riCY peanmsosaHbl PKI
anroputmbl RSA 1 I'OCT.

VPN-NpOTOKON He YYBCTBUTENEH K 3afepXXKaM M MIOXMM KaHanam CBA3U U
CMoCO6eH (PYHKUMOHMPOBaTL Ha KaHanax CBA3W C 3agepxkamu fo 300 wmc.
AMVKOHHEKT noafep>xkvBaeT paboTy Ha KaHanax CBA3W ¢ 3agepXkamu 6osee 300
MC.

OpraHusauma VPN-coeguHeHnsa mexagy AMUWKOHHEKTom u ®TICY ang
[0CTyMa K MH(OPMaLMOHHBLIM pecypcamM pean3oBaHa C NPUMEHEHNEM TEXHOJIOTUA,
061eryatoLnx KOHpUrypupoBaHme 1 ynpasreHe ceTeBbIMU HAaCTPONKaMM KNUEHTOB,
Ha PrICY ycTaHaBIMBAKOTCA MUHUMa/bHble HACTPOMKKW. [ononHutesnbHoe (nocrne
nepBoHaYasibHO ayTeHTU(UKauum Ha PIICY) pelweHne No AOCTYNY K 3aWjuLiaemMoi
CETU MOXEeT ObITb MNPUHATO C MOMOLLLIO BHELIHUX MO OTHOWeEHWIO K PriCY
cepsucamn RADIUS, DHCP, OCSP, Compliance (uHTerpauma ¢ Komniekcom
nHopMaLmoHHoit  6esonacHocT  CAKYPA  pa3paboTkm  KOomnaHum — «UT-
JKcnepTusax).
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AMMNKOHHEKT (ans Debian) PykoBoAcTBO agMmMHMCTpaTOpa
2. O6bwme cBefeHuns

CurcTeMa MUCnosb3yeT KANEHT-CEPBEPHYHO apXUTEKTYPY, NpeayCcMaTpMBatoLLYyHO
Ha/mMume:

e VVPN-KNMeHTa,;
¢ \VPN-cepBepa,
e Compliance-KnuneHTa;
e Compliance-cepsepa.

[aHHOe pelleHne MOXET ObITb BHEAPEHO KaK B [AEWCTBYIOLLYH) CUCTEMY C
NHPacTpyKTypoit PKI, Tak 1 npu pasBepTbiBaHNM HOBOIA.

Cxema B3aumogeinctends AMUKOHHEKT wun ®MCY onpegenser, u4To
nonb3osatee AMVKOHHEKT  nonyyaeT OT  YAOCTOBepsAlollero  UeHTpa
cepTudmkaumn (panee - Y1) 3akpbITblid KIHOY U CEPTURPMKAT OTKPLITOrO Kao4ya K
yCTaHaB/IMBaeT  3aKpbITbliA K4 UM CepTU(MKAT Ha paboyyto  CTaHUMIO
AMVKOHHEKT. Ha ®MNCY [0/mKHbl ObITb 3arpy)<eHbl Kio4eBas napa - 3akpbiTbii
KMOY M COOCTBEHHbIN cepTudmkar camoro PriCY, a Takke CcepTuduKaTtbl
Y [0CTOBEPAOLWMNX LEHTPOB, BblAaBLUMX KMeHTCKune ceptudmkatel AMUKOHHEKT.
Mpyn noakntoveHnn AMUKOHHEKT K 3awuuieHHon cetu PIICY  nposepsieT
cepTugmkar, npegbsasieHHbi AMUKOHHEKT, n otnpasnsetr Ha cepsep OCSP
3anpoc o craryce ceptugmkara. Oteetunk OCSP BO3BpalLaeT OTBET CO CTaTyCOM
cepTugmkata. Ecnn ctatyc ceptugmkata fAercteyrowmin, kineHt AMUKOHHEKT
aBTOPM3YeTCH B 3alMLLEHHOM CETK.

AMUKOHHEKT ans macOS Mcnonb3yeT WTaTHble XpaHWAULLE OnepauyoHHOMN
CUCTEMbI NMPW B3aUMOENCTBUM C NTOKa/IbHbIMU CepTUdnKaTamm.

Mpu nogkmoyveHn AMUKOHHEKT MOXeT ObITb BK/IKOYEHA LOMNONHUTE/bHAS
npoBepka YCTpOWCTBa. WaeHTU(MKaUWUA YCTPOWCTBA pean3yeTcs COBMECTHO C
Compliance-mogynem (Komnnekcom UHpopmaLmoHHoi 6e3onacHocTn CAKYPA) no
MAC-agpecy ceTeBOro afantepa, 4epe3 KOTOPbIA OCYLLECTBNAETCA MOAK/OYeHWe
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AMMNKOHHEKT (ans Debian) PykoBoAcTBO agMmMHMCTpaTOpa
2. O6Lme cBeeHMs
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AMMNKOHHEKT (ans Debian) PykoBoAcTBO agMmMHMCTpaTOpa
3. AgmuHucTpuposaHne AMVKOHHEKT

3. AoMmuHucTpuposaHne AMKOHHEKT

K agmuHuctpuposaHnio AMMKOHHEKT oTHOCATCSA YyCTaHOBKa W yAaneHue
MO u cepTUMKaTOB, OCHOBHble HacTporkn AMUKOHHEKT, yctaHoBka VPN-
coeimHeHns ¢ PIICY, a Takke aHa/M3 BO3MOXHbIX COO0OLLEHNA 06 OLIMOKax C
BbIMO/IHEHMEM YKa3aHHbIX B (haiisie CO CMUCKOM OLLUMOOK PEKOMEHALIWIA.

3. 1. MHctannauna AMNKOHHEKT

YcTaHOBKa W ypaaneHne K/IMEHTCKOro NPUIOXKeHUS MNPOU3BOAUTCA TOJIbKO
Nnosb30BaTesiemM C npasamMmun fIOKa/IbHOTO agAMUHUCTPATOpPA.

Ona ycTaHOBKM nporpammHoro o6ecneveHnss AMUWKOHHEKT kKomnbtoTep
[0/KEH 0TBeYaTh Cnefyowmm NporpaMmHbIM 1 annapaTHbIM TpeboBaHUAM:

e OrnepaunoHHaa cuctema Debian 11 n Bblwe, a Takke SherOS Bepcua 3
BbILLIE;

e alfnapartHbIe Tpe6OBaHI/IFIZ B COOTBETCTBUN C Tpe6OBaHI/IFIMI/I OI'IepaLl,l/IOHHOVI
CUCTEMBI.

Mpy BO3HMKHOBEHWM OLUMOGOK MNPV YCTAaHOBKE HEOOXOAMMO CrefoBaTb
VHCTPYKLMAM TePMUHANA, KOTOPbIe YKaXYT Ha MakeT HAcTPoeK, Heo6XoAuUMbIi s
YCTaHOBKMW. VIHCTPYKUWMSI He OMUCbIBAeT 3TV LUark, Tak Kak HacTPOWKM CUCTEMbI B
KaXK[0M KOHKPETHOM C/lyyae pasHble.

3.1. 1. MNpovecc ycTaHOBKU

Heo6xo4MMO BbINOHUTL CNefytoLne AeACTBUSA:
1. 3anycTutb TEpMUHAI.

2. YcTaHoBUTbL Habop komnunaTopoB GCC 12, BBeAst KOMaHAY:
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AMMNKOHHEKT (ans Debian) PykoBoAcTBO agMmMHMCTpaTOpa
3. AgmuHucTpuposaHne AMVKOHHEKT

sudo apt update && sudo apt install gcc-12

3. MpumeyaHue: Ans cKkaumBaHUA Habopa KOMMNWUASTOPOB NOTPebyeTcs AOCTY
B MHTepHeT. bes aToro Habopa pacnakoBka 1 yCTaHOBKa amiconnect.service
HEBO3MOXXHa.

4. TMMepeinTv B nanky, B KOTOpoiM Haxoautcs Debian-naket — 3T0 apxus,
coAepXXalluii NporpamMmmy, yKasaHHbIe 3aBUCUMOCTU, CKPUMTbI YCTaHOBKMN U
UHCTPYKUUK anga cuctemsl: cd /path/to/dir/

5. YcTaHoBuTb (haitn kKomaHaoi sudo dpkg -i ./ums_haiina
Mocrne aTUX AeCTBUIA yCTaHOBKA OYAET BbINOJHEHA.

Mocne YCTaHOBKU MPWIOXEHUS TpebyeTcs B  06s3aTebHOM  Nopsiake
nepesarpysnTb CUCTEMY.

3. 2. YcTaHoBKa cepTunkaToB

[daxe ecnm He TpebyeTcs YycTaHaBNMBaTb CepPTU(MKaTbl, BCE PaBHO
Heob6XxoAnUMO Y6eanTbCs, YTO KOPHEBOI WM MOMb30BATENbCKUN CePTU(MKATbI BObln
YCMELIHO YCTaHOB/EHbI B COOTBETCTBYOLLME XPaHUULLA CEPTU(MKATOB U AOCTYMHbI
AN 1Cnonb3oBaHWs. KOpPHEBOM M MOMb30BaTeNbCKMA cepTudmKaTbl JOCTYMHbI B
(hopmarax .cer, .crt nnm .pfx.

[MpoBepKa OCYLLECTBNSAETCA BBOAOM B TEPMUHAN KOMaH/bl certutil -d /SHOME/
.pki/nssdb/ -A -t “TC,,” -n “CA’ -i
“pacnono>keHne_cepTudukaTa/mma_cepTudukara"

Mepep Tem, Kak yCTaHaBMBaTh CEPTUMMNKATbLI B CUCTEMY, HEOBXOMMO CKauaTb
W YCTaHOBWUTb YTUAWUTBLL. Ona cucTembl SberOS BaKHO MOMHWUTb, YTO OGHOB/EHME
MakeTa MOXKHO C/1eNnaThb TO/bKO OAWH Pas.
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AMMNKOHHEKT (ans Debian) PykoBoAcTBO agMmMHMCTpaTOpa
3. AgmuHucTpuposaHne AMVKOHHEKT

KoMaHbl Ans CKaumBaHus U yCTaHOBKMW:
e apt update

e apt install libc6 gcc make libopengl O libnss3 libnss3-tools
3. 2. 1. YcTaHOBKa KOpPHEBOro ceptTumkara

[na ycTaHOBKM KOPHEBOIO CepTUMKaTa He0O6X04MMO:

oBecTn B TepmuHane KomMaHay [N KOMWPOBaHMS cepTudukata certutil -
d ISHOME/.pki/nssdb/ -A -t “TC,” -n “CA’ -i
“pacnono>keHne_cepTuukaTaMmsa_cepTudgukaTa”.

o Haxatb Enter.

CepTudumkar 6yaeT CKONUMPOBaH.

3. 2. 2. YcTaHOBKa N0J/b30BaTe/IbCKOro cepTnmKaTa

[Nl yCTaHOBKM KOPHEBOTO cepTUMKaTa He06X0ANMO:

oBBecT KomaHZy [N KOMMpoBaHWA cepTugmkata sudo pkl2util
pacnono>eHve_cepTugukaTamma_cepTudukaTa.pfx -W napomnb -d ~/
.pki/nssdb/

o [lanee cnenyeT HaxkaTb Enter.

CepTudumkar 6yaeT CKONUPOBaH.
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AMMNKOHHEKT (ans Debian) PykoBoAcTBO agMmMHMCTpaTOpa
3. AgmuHucTpuposaHne AMVKOHHEKT

[ns  NpoBepKM YCTAHOBKM  MONb30BATeNbCKOrO  cepTudMKaTa  cregyert
y6eanTeC B TOM, YTO CEPTUMMKAT OTOBPAKAeTCs B CMUCKE CEPTURMKATOB U
NPOBEPUTL TaKKMe ero flaHHble Kak:

= CpOK fAiefiCTBUS cepTudmkaTa.
» Hajsimyume 3akpbITOro Karoya (ecim npuMeH1Mmo).
= COOTBETCTBME MMEHM N OTNeYaTKa cepTugmKara.

[MpoBepka YCTaHOB/IEHHOIO CepTU(MKaTa M MPOCMOTP €ero CBOWCTB
ocyulecTensetcs ytunutamu certutil, openssl.
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AMMNKOHHEKT (ans Debian) PykoBoAcTBO agMmMHMCTpaTOpa
3. AgmuHucTpuposaHne AMVKOHHEKT

[Mocne yCTaHOBKM CEPTUMPUKATOB HeOOXOAMMO YOeAWUTbCA, UYTO BCE OHM
oTobpaxatotcs B npunoxeHnn AMUKOHHEKT. 3anycTuB MPUIoXeHWE, UX MOXHO
HalnTW B pasjesnie HaCTPOeK, CBA3aHHOM C cepTudmkaTamu: «pounb 1 agpeca». Tam
e, Ha OCHOBe YCTaHOB/IEHHOIO [0/1b30BaTE/IbCKOr0 CepTudMKaTa, 0TO6pasnTCH
npounb nonb3oBatens. B npumepe Ha m3obpaxeHun 3To «[lonb3oBaTtesib 1» K
«[onb3oBarenb 2».

AT

ean o grasE——

PucyHok 2 -- MNpodunb n agpeca

3. 3. 3anyck AMVKOHHEKT

MporpammHoe ob6ecrieyeHne AMUKOHHEKT 3arpy»aetcsd aBTOMaTUYECKM,
npu CcTapTe OMepauuMoOHHON cucTembl (40  perucTpauuy  nosnb3oBatens B
OMepaLMOHHON CUCTEME).

[Mocne aBTOpM3aUMM MO/b30BaTENA B OI'IGp&LI,I/IOHHOVI cucteme, B 006/51acTu

yBEeOM/IEHMI Ha NaHen 3a4ay oTobpaxaetcs 3Ha4oK AMVKOHHEKT: Q :
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AMMNKOHHEKT (ans Debian) PykoBoAcTBO agMmMHMCTpaTOpa
3. AgmuHucTpuposaHne AMVKOHHEKT

[ns Bbl30Ba MEHKO HEOOXOAMMO HaXKaTb /IEBO MM NPaBOI KNaBULLEA MbILLIV
Ha 3Hayke nporpammbl. Ha akpaH 6yaer BbldaHO MeHIO AMUKOHHEKT,
cofepxkaLlee cnegyroLme KoMaHzbl:

AMWKOHHEKT

He nogknoyeHo

MoaxknNYuTL

OTKpbITE

Beixon

PucyHok 3 - AMNKOHHEKT

3. 4. ankn n cucTeMHble KOMMOHEHTbI, 3aTparnBaemMble yCTaHOBKOVI

AOMUHMCTPATOPaM YCTaHOBKM BaXHO 3HaTb, KakuWe aifibl U KaTanoru
CO3Jal0TCa UM U3MeHAKTCA B npouecce ycTaHoBKU npunoxxeHna AMWKOHHEKT.
3Ta nHhopmaums Heobxoamma ans:

e KOHTPO/S KOPPEKTHOCTM YCTAHOBKMW.
e [o1CKa 1 yCTPaHEHNsI BO3MOXXHbIX NPO6eM.
e Pe3epBHOr0 KONMpOBaHUs MK NepeHoca [JaHHbIX.

e O6ecneyeHnst 6e30NacHOCTI M KOHTPONSA A0OCTyna K (hainiam.
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AMMNKOHHEKT (ans Debian) PykoBoAcTBO agMmMHMCTpaTOpa
3. AgmuHucTpuposaHne AMVKOHHEKT

KaTanor ycTtaHOBKW:
ollanka ycTaHOBKM KMeHTa no ymondaHuto: /lib/Amiconnect
oManka HacTpoeK nonb3oBarens: ~/amiconnect
olVima nemoHa amiconnectd, pacrionoxeH: /lib/Amiconnect/amiconnectd

o daiin HaCTPOMNKK aBTOMaTU4YeCcKoro 3anycka (hoHOBOIO
npouecca: /etc/systemd/system/amiconnect.service

o CKpunT amiconnectstartup, HenocpeACTBEHHO 3anycKatoLwnii (DOHOBBIN
MpoLecc, HaxoAWuTCa B Manke YCTaHOBKWM KveHTa. B kadvecTse
ApainBepa-punbtTpa  WUCMOJb3yeTcs mogynb  AmiNFFilterPKI,
cobupaetca B narke /lib/Amiconnect/Drivers

dailn HacTpoek nonb3osatend cfg.ni (NpaBa Ha 3anucb UJTeHWE KMeeT
Mo/ib30BaTe/b) pacnonaraeTcs B narke HaCTPOEeK MoJb30BaTeNs.

Jlorn kaxpaoro nosb3oBaTenss HaxoA4ATCA B Manke HacTPOeK Mo/b3oBaTens B
noananke log\ClientLog.csv

Jloru cepsuca B nanke yctaHoBku B nognarke log\SrvLog.csv

daiin status.json, pacnosfioXeHHbIAi B MNarnke YCTaHOBKE HeooXoaum Ans
B3amMmo/eincTems ¢ Cakypoii (MpaBa Ha 3anuch YTEHME UMEET MO/b30BATESb).

doHoBbIN NpoLecc 06nagaeT npasamu root, 6e3 yero ero pabota HEBO3MOXKHa.
GUI - 06nagaet npaBamu Nnosb3oBaTess.

GUI npunoxkeHne Amiconnect 06naaaeT npaBaMu Mo/b30BaTeNsi, MOCbiNaeT
KOMaH/bl CepBUCY ANS B3aUMOJENCTBUS C ApaiiBepoOM U MOAKIOYEHUsI K CepBepy
Pricy.
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AMMNKOHHEKT (ans Debian) PykoBoAcTBO agMmMHMCTpaTOpa
3. AgmuHucTpuposaHne AMVKOHHEKT

3. 5. Hactpoiiku VPN-npoguns

Ona  Hactpoek coeanHeHns AMUKOHHEKT wn ®rCY Heobxogumo B
BbIMazatoLLLeM MeHIO BblopaTb NYHKT «OTKPbITb». [anee cnefyeT BbiopaTb NPOQU/b 1
MepenmTn B HACTPOMKY ero faHHbiX. [podmnn oTobpaxkaloTcs B MHTepdence
AMVKOHHEKT wucxogs 13 HalfAeHHbIX B IOKabHOM XpaHWuLLe OnepauyoHHON
CUCTEMbI MO/b30BATENbCKNX CEPTUDMKATOB. Pa3Hble Npoduan MoryT NoHago6bmTsCS B
TOM CNyyae, ecin COTPYAHUKY HEeob6XO0AMMO UMETb AOCTYN K PasHbiM 3aLLULLEHHBIM
cpefam, Haxogawmmcs 3a pasHbiMy PIICY, 1 3Tu cpefbl TPEOYOT HaMMUMA PasHbIX
CepTUPUKATOB A/1 ay TEHTUDMKALMM NOSb30BATENS.
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AMMNKOHHEKT (ans Debian) PykoBoAcTBO agMmMHMCTpaTOpa
3. AgmuHucTpuposaHne AMVKOHHEKT

[N HacTpoeK BblGpaHHOro Mpouis HeobXOAMMO [iBa pas3a HaXaTb NeBOW
KHOMKOW MbIlwn Ha uKoHKe AMWKOHHEKT B ctatyc-6ape, nocne 4ero Haxarb Ha
3HaK HaCTPOEK B NMPaBOM BEPXHEM YTy OTKPbIBLUErOCA OKHa:

AMMKOHHEKT

O

Moaknk4YuTe

PUCYHOK 4 — 3HaY0K HacTpoekK
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AMMNKOHHEKT (ans Debian) PykoBoAcTBO agMmMHMCTpaTOpa
3. AgmuHucTpuposaHne AMVKOHHEKT

B OTKpbIBLIEMCA OKHe A/19 BblIOPAaHHOINO MPOMUNA HACTpanBatOTCA Takue
napameTpbl, Kak «Aapec cepsepa», «VIMA TyHHenbHOM rpynnbl», «Cnocob
ABYX(haKTOPHON ayTeHTUPUKaUMM». TakKe MMEETCHs BO3MOXHOCTb BblOpaTh A3bIK
MHTepdelica 1 UBET TeMbI: CBET/YHO U TEMHY!O.

AMMKOHHEKT

BriSpaHHbin cepTuduKaT
Anpec cepeepa test.ru
test.ru

MMA TYHHENBHOW rPY NN

Cnocob apyx$akTOPHOW ayTeHTUhMKaLMKM HWUTF

HA3biK NPUNOXKEHKA Pycckun

Tema opopmMneH1a

@ e

e

Temuan CeeTnan

OuncTuts Kaw DNS MepezanycTuTs aganTeps

CoxpaHuTe

PucyHok 5 — Hactponkn AMMNKOHHEKT
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AMMNKOHHEKT (ans Debian) PykoBoAcTBO agMmMHMCTpaTOpa
3. AgmuHucTpuposaHne AMVKOHHEKT

3. 5. 1. Aapec cepsepa

[N HacTpoeK BblGpPaHHOIro Mpouis HeobXOAMMO [iBa pas3a HaXaTb NeBOWA
KHOMKOW MbIln Ha UKoHKe AMWKOHHEKT B ctatyc-6ape, nocne 4ero Haxatb Ha
3HaK HaCTPOEK B NMPaBOM BEPXHEM YTy OTKPLIBLUErOCA OKHa:

AMMKOHHEKT

O

Moaknk4YuTe

PUCYHOK 6 — 3HAY0K HacTpoekK
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AMMNKOHHEKT (ans Debian) PykoBoAcTBO agMmMHMCTpaTOpa
3. AgmuHucTpuposaHne AMVKOHHEKT

B OTKpbIBLUEMCA OKHE B Mofe «Kcnonb3yemblii agpec» npeaocTaBnseTcs
BO3MOXHOCTb BBecTU IP-anpec PrICY-IP, yepe3 KOTOPbIA OyAeT OCYLLECTBNATLCA
poctyn AMMKOHHEKT K 3alWWlieHHbIM XOCTaM, W HaXKaTb KHOMKY «+» A4
A06aBneHns agpeca B HACTPOMKM Npoduns.

AMMKOHHEKT
BriSpaHHbin cepTuduKaT
Appec cepeepa
test.ru

MMA TYHHENBHOW rPY NN

Cnocob apyx$akTOPHOW ayTeHTUhMKaLMKM HWUTF

HA3biK NPUNOXKEHKA Pycckun

Tema opopmMneH1a

@ e

e

Temuan CeeTnan

OuncTuts Kaw DNS MepezanycTuTs aganTeps

CoxpaHuTe

PucyHok 7 — Hactponkn AMNKOHHEKT

YnaneHvie ajpeca BO3MOXHO MO KHOMKe YaaneHus m
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AMMNKOHHEKT (ans Debian) PykoBoAcTBO agMmMHMCTpaTOpa
3. AgmuHucTpuposaHne AMVKOHHEKT

3. 5. 2. AMAl TYHHENIbHOW rpynnbl

TyHHeNbHble TPyNnbl POPMUPYIOTCA Ha OCHOBE WHMOpMauMn O u3gaTesnie
cepTudukara.

[N HacTpoeK BblGpaHHOIro Mpouis HeobXOAMMO [Ba pas3a HaXaTb NeBOW
KHOMKOW MbIln Ha UKoHKe AMWKOHHEKT B ctatyc-6ape, nocne 4ero Haxatb Ha
3HaK HaCTPOEK B NMPaBOM BEPXHEM YTy OTKPLIBLUErOCA OKHa:

AMMKOHHEKT

O

Moaknk4YuTe

PUCYHOK 8 — 3HaY0K HacTpoekK
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3. AgmuHucTpuposaHne AMVKOHHEKT

B OTKpbIBLLUEMCS OKHe B nose «/Msi TyHHeNbHOW Fpynnbl» NPeAocTaBseTcs
BO3MOXHOCTb BBECTM MUMSI TYHHENIbHOI Fpynnbl, AN8 pasaeneHus nosnb3oBateneid no
Pa3HbIM TYHHE/bHLIM TPYMMNaM N HaXaTb KHOMKY «+» ANd [106aBfeHUs Ha3BaHUS
rPynNMbl B HACTPOVKN NPOGnNs.

AMMKOHHEKT
BoiGpanHbii cepTUdMKaT
Appec cepeepa
MMA TYHHENBHOW MPYNNBI

Cnocob apyx$akTOpHOH ayTeHTUGHKALMK

Test]

A3biK NPUNOKEHKA Pycckui

Tema odopmneHuA

C

TemHan CeeTnan

OuncTuTe k3w DNS MepesanycTuTs aganTeps

CoxXpaHuTe

PucyHok 9 — Hactponkn AMNKOHHEKT

YnaneHvie ajpeca BO3MOXHO M0 KHOMKe YaneHus m
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AMMNKOHHEKT (ans Debian) PykoBoAcTBO agMmMHMCTpaTOpa
3. AgmuHucTpuposaHne AMVKOHHEKT

3. 5. 3. Cnocob ABYyX(haKTOPHOWN ayTeHTUPMKaLNK

B cTpoke Bbl6opa cnocoba ABYX(haKTOPHOW —ayTeHTUUKaUUM  ecTb
BO3MOXXHOCTb BblOpaTb OAWH W3 TPEX [AOCTYMHbIX W HACTPOEHHbIX CUCTEMOI
cnoco6os: OTP, HWOTP n PUSH:

e OTP - 0aHOpPa30BbIi Naposb;
e HWOTP - naposib ¢ BHELWHero HocuTens,;

e PUSH - noateepxaeHune yepes SberOTP.

To, Kako/ WMMEHHO Crnocob HeobXoAuM KOHKPETHOMY MO0Jb30BaTENN0 UK
rpynne  nosib3oBatefieid,  OMpefensercs  creuuasbHbIM - NOAPasfeNieHneM,
OTBETCTBEHHbIM 32 HACTPOMKY YpPOBHel foctyna uHTerpaummn MAK ®rCy. [o
nosib3oBartesiel JOBOAUTCA 3Ta MHPOPMAUMSA W KKAbIA U3 HUX CaMOCTOATENIbHO
BbIOVIPaEeT B HACTPOIiKe NOAXOAALLMIA eMY CMOCO6 ay TEHTUDMKALMMN.

3. 6. JononHUTeIbHblE BO3MOXXHOCTU

3. 6. 1. MonyyeHne nHgopmMaymm o cepTugmkarte nosb3oBaTens

B npunoxenun AMWKOHHEKT peanv3oBaHa BO3MOXHOCTbL MOJy4YeHUs
MH(opMaLmmn 06 NMeHN cepTUdMKaTa U CPOKe ero LencTBus NpsmMo U3 NPUIOKEHNS.
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AMMNKOHHEKT (ans Debian) PykoBoAcTBO agMmMHMCTpaTOpa
3. AgmuHucTpuposaHne AMVKOHHEKT

[N nonyyeHns aTon MHGopMaLmm LOCTaTOMHO HaBECTU KYpPCOP Ha 3HAYOK «ix»
(cM. m306paxkeHne HWXe). WMHhopmauus 0 cepTuukate akTUBHOIO npodmns
MOSBUTCA B HEOO/bLLIOM MH(POPMALMOHHOM OKHe.

AMMKOHHEKT

BbiGpaHHbIn cepTUdMKaT ).

<N cepTudpukarta: Buktopua 3ak
Maparens cepTudmkara:
WcTekaer:

Appec cepeepa vpn.amicon.ru
MMA TYHHeNbHOW rpynnbl

Cnoco6 aeyxdpakTOpHOW ayTeHTUHHUKALMK HWOTP PUSH

A3bIK NPUNOXEHNs Pycckuin

Tema opopmneHun

S ‘0:

TemHan CeeTtnan

OumncTnTb Kaw DNS MNepesanycTuTe aganTepbl

CoxpaHuTb

PucyHok 10 — BblbpaHHbIi cepTudmnkar
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AMMNKOHHEKT (ans Debian) PykoBoAcTBO agMmMHMCTpaTOpa
3. AgmuHucTpuposaHne AMVKOHHEKT

3. 6. 2. OKCMopT N10ros

B npunoxeHnn AMUKOHHEKT uvmeeTca (YHKUMA BbIrpysku noros. [ns
(hopMupoBaHNsA (paitna C 3anucaMu HeobXOLMMO HaXaTb Ha COOTBETCTBYHOLLYHO
KHONKY (CM. M306paXkeHVe Huxke). locrie HaXaTtus OTKPOeTCA CUCTEMHas Manka, B
KOTOPOW MOXHO OYy/eT YBUAETL apXUB C 3amnucamu.

AMMKOHHEKT

BbiGpaHHbIW cepTudmKaT
Appec cepBepa
MMA TYHHeNbHOW rpynnbl

Cnocob aByx¢$aKTopHOM ayTeHTUdMKaLMKM HWOTP PUSH

A3blK NpUNOXEHNA Pycckun

Tema odpopMneHun

C 0:

TemHan Ceetnan

OyneTHTe Kaw DNS Mepe3sanycTuTe apantepbl

CoxpaHuTb

PucyHoK 11 — KHoNKa BbIFPy3Ku 10roB

3. 7. YctaHoBKa VPN-coeimHeHunsa ¢ ®ricy

3. 7. 1. CoefMHeHMe Yepes 3HAUOK NPUNOXKEHNSA

MogkntoyeHne K DICY MOXKHO OCYLLIECTBUTb, BbI3BaB MEHIO HaXKaTvem
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AMMNKOHHEKT (ans Debian) PykoBoAcTBO agMmMHMCTpaTOpa
3. AgmuHucTpuposaHne AMVKOHHEKT

KypCOPOM MbIWIM Ha 3HAYOK B Tpee WM WCMOoMb30BaTb CreuuasbHoe OKHO
COefjMHEHMS. [NA YCTaHOBKN COEAUHEHMS MOMb30BaTeNt0 HEO6XO4MMO BbIMOHUTD
HECKO/IbKO MPOCTbIX AENCTBUIA.

UToObl MOAKNHOUYMTLCS Yepe3 3HAYOK B MaHenu 3aad Heo6XOAMMO BbI3BaThb
MEHIO HaXKaTeM KypCOPOM Ha 3HauKe NPUoXKeHus. B NosBrBLLEMCS MEHIO BbIbpaThb
MYHKT «[oaKnounTb». Monb30BaTento 6yaeT NPeAN0oXKeHO NPOATM ayTEHTUDUKALIMIO
OAHUM U3 Tpex cnocoboB ayTeHTU(MKauMK. [locne NPOXOXKAEHUS MPOBEPKY
NoJKNHYeHMe OYIeT YCTaHOBEHO.

[Mpn BLINOMHEHHOM MOAKMHOYEHUN 3HAYOK npunoxeHna AMUWKOHHEKT B
naHenu 3agay M3MEHWUT CBOM LIBET HA (PUOSIETOBLIN. TakXe B MEHIO 3HayKa B MaHesm
3a/iay, B NepBOI CTPOKe MOABUTCA HAAMUCL MOAKIOYEHO C MHAMKATOPOM 3e/1EHOr0
LiBeTa.

PaspblB COEAVMHEHMS] MOXHO OCYLLIECTBUTb MYTEM HakaTUs Ha KHOMKY
«OTK/IOYNTb» B MEHIO 3HAYKa MPWIOXKEHMS B MaHeNM 3agau.

BAXXHO: B cnyyae HesannaHMPOBaHHOIO paspbiBa COEAVMHEHMA 3Ha4yOK
MPUIOXKEHNA B MaHenn 3adad M3MEeHWUT LBET Ha KpacHbld. [Monfb3oBatenb MNOAyYuT
yBeJOM/IeHNe 0 BEPOATHbLIX NPUYNHAX pas3pbiBa COeANHEHNS.

3. 7. 2. CoefMHeHMe Yepe3 OKHO NOAKNHOYEHUA

CoepgunHeHve ¢ ®TIICY TakKe MOXXHO OCYLLECTBUTL Yepe3 creumasibHOe OKHO
noaKntoyeHns (CM. un3obpaxkeHWe HMKe). UTOObI Bbi3BaTb OKHO MOAK/IHOYEHUA
Heo6X0ANUMO [1BaXKAbl LUENKHYTb MO 3HauKy npunoxeHns AMUMKOHHEKT neBoit
KHOMKOW MbILLIN.

B nossuBLUeMCA OKHe MOAKMHOYEHUS MOXHO YBWAETb KPYrIyt KHOMKY C
Hagnucblo «oAKMOUYNTE». HakaB Ha KHOMKY, MOXHO WHULMMPOBATb COefVHeHue
npunoxenns ¢ PrCY. Tpy KOPPEKTHbIX HACTPOMKaxX Mofb30oBaTento OyaeT
NPeLN0oXeHO NPONTU ayTEHTUDMKALMIO OLHUM W3 TPEX CMOCO60B ayTEHTUPUKaLMN.
Mocne NPOXoXAeHWs NPOBEPKM MOAKIHOYeHWe OyAeT ycTaHOB/EHO. LiBeT 06BOAKM
KHOMKW MOAKMOYEHNS U3MEHUTCA (CM. M306paKeHne HWXKe). B npaBoit yacTu OKHa
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AMMNKOHHEKT (ans Debian) PykoBoAcTBO agMmMHMCTpaTOpa
3. AgmuHucTpuposaHne AMVKOHHEKT

NOAK/OUEHME NOABUTCS HaAnMUCb «IOAKMOUYEHO», & MHAMKATOP PALOM C HaAMMCHIO
Oy[eT OKpaLLIEH B 3eNEHbIN LBET.

3. 8. lNepeknoveHNe A3blKa

Ona Bblbopa fA3blka MHTEpdeiica HEOOXOAMMO MNEPenTN K MYHKTY «HA3bIK
NPUNOXeHUs» 1 BblbpaTh "Pycckuin” ans otobpaxeHms nHtepderica AMUKOHHEKT
Ha pyccKom s3bike, nnn "English™ ans otobpaxenns nHtepdernca AMUKOHHEKT Ha
aHrIMMCKOM $3bIKE.
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AMMNKOHHEKT (ans Debian) PykoBoAcTBO agMmMHMCTpaTOpa
4. fevHcTannsaums MO AMUKOHHEKT

4. AenHcTtannauua NO AMNKOHHEKT

AMMNKOHHEKT noNHOCTLIO yaanseTcs ¢ YCTPOWCTBA, BK/IHOYas BCE CBA3aHHbIE
(haifibl, HaCTPOMKM M 3anucy B pPeecTpe. YAaleHMe MOXXHO OCYLLECTBUTb 4epes
TepMUHas, AN15 4ero Heo6xoAnMo:

e OTKPbITb TEPMUHAJ.
e BBecTy KomaHay sudo apt remove amiconnect.

e Haxxartb Enter.

[Mocne BbIMOMIHEHWA BCEX OMWUCaHHbLIX LIAroB HeobxoamMmo yb6eanTbCs, 4TO
npunoxenne AMUMKOHHEKT, a Takke CBA3aHHble C HUM CEPTUPUKATbI U HACTPONKK
MOJIHOCTBIO Ya/eHbl C Ballein paboyei cTaHumnM. ITO 06eCnevmT YUCTOTY CUCTEMbI 1
NpefoTBPaTUT  BO3MOXHble  KOH(/IMKTbI  MPW  MOBTOPHO  YCTaHOBKE  W/IX
MCNOb30BaHMUM APYTUX MPOTrpamM.
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AMMNKOHHEKT (ans Debian) PykoBoAcTBO agMmMHMCTpaTOpa
5. Coo0LeHnst 06 owmbkax npu coeuHeHnn ¢ rCY

5. CoobueHuns 06 owmbkKax npu coeguHeHnn ¢ Pricy

Mpn owmbkax coeanHeHnss AMUKOHHEKT ¢ ®ICY MoryT 6bITb BblfaHbl
yKasaHHbIe B (haiifie Co CNMCKOM OLLMOOK COOBLLEHNS.
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